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Background and purpose of the planning 

and risk assessment guide 



Purpose of the guide 

 To help Internal Audit units produce effective risk based 

strategic and annual plans.  

 To provide a template of guidance on planning and risk 

assessment that could be made available by central 

units responsible for advising on the development on 

Internal Audit in their own countries.  



Relevant IIA standards  

 IIA Standard 2010 requires “The chief audit executive must 
establish risk-based plans to determine the priorities of the 
internal audit activity, consistent with the organization’s 
goals”  

 IIA Standard 2010.A1 requires that “The internal audit 
activity’s plan of engagements must be based on a 
documented risk assessment, undertaken at least annually. 
The input of senior management and the board must be 
considered in this process”. 

 IAA Standard 2010.A2 “The chief audit executive must 
identify and consider the expectations of senior 
management, the board, and other stakeholders for internal 
audit opinions and other conclusions.”  



The importance of risk based planning 

 Limited resources available to IA units 

 Need to identify and examine areas of highest risk to 

the organisation being audited 



The difference between risk management and 

audit risk assessment 

 Risk management is an integral part of internal control and the 
responsibility of management  

 Audit risk assessment  is part of planning and a process where 
auditors consider both individual events and the risks and 
opportunities these represent and generic risk factors that help 
prioritize work to areas of highest risk  

 Audit standards require the auditor to assess risks to the 
achievement of the organisation’s objectives even if management 
do not do so  

 If a strong risk management process exists this can be reviewed 
by internal audit as part of their planning process 

 See guide chapter 1 for tables explaining the differences between 
risk management and audit risk assessment 



Guide conceptual framework   

 Determining and categorising the audit universe (Guide chapter 2)  

 Identifying individual events that may give rise to risks and 
opportunities across the audit universe (Guide chapter 3) 

 Scoring events in terms of probability (likelihood) and impact 
(taking into account management actions to mitigate risk) to 
identify the level of residual risk (Guide chapter 3) 

 Building risk based audit plans by using generic risk factors and 
scoring criteria for each factor to determine the audit priority of all 
audit objects within the audit universe (Guide chapter 4)  

 Presenting the results of risk based planning by writing and 
updating strategic and annual work plans (Guide chapter 5)  
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Identification of the Audit Universe and 

related objectives 



Identification of the Audit Universe and 

related objectives 

 Audit Universe is a simple way of referring to all the things 
that an internal auditor could separately examine 

 The Audit Universe consists of “auditable objects” which 
is a way of describing a discrete part of the business, 
system or process, which can be separately audited.  
Auditable objects need to be large enough to justify an audit 
and small enough to be manageable.  

 Almost all IA units have a documented audit universe which 
is usually based on both top-down (vertical) and cross 
functional (horizontal) slices  

 There is a high degree of commonality in the way that most 
IA units categorise their audit universe. 



  

Common categorisations of the Audit Universe Percentage who used 

each category 

Departments 97% 

Processes 97% 

Organisational unit or location 81% 

Operational Programmes 75% 

Service lines 58% 

ERM risk portfolio 22% 



Categorisations suggested in the guide 

 By organisational structure (For example: Departments, Divisions, Units, 
stand alone Projects) 

 By common processes (For example: Payments, Receipts, Asset 
Management, Procurement, Contracting, Inventory, Human Resource 
Management)  

 By location (For example: Headquarters, regional offices, local offices) 

 By operational programmes (For example, in a transport agency or 
department these could include: construction of new roads, maintenance of 
roads, issue of licences for drivers, collection of speeding fines, etc)  

 By service lines (For example in a Social Services Department these could 
include: services for the elderly, services for the handicapped; services for the 
care of children which may be handled by a number of different departments 
or units.)  



Possible information sources 

 Management information giving a breakdown of aims, objectives and targets 

 Guides to the entity’s services 

 Organisational charts or office directory 

 Annual reports and any performance targets set for the entity 

 Corporate and departmental plans, business plans.  

 Development plans for IT, other infrastructure and buildings 

 Budgets 

 External audit and consultancy, inspection and review reports 

 Existing operational and strategic audit plans  
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Identification of specific risks, the 

measurement of these risks and how this 

can be used to focus audit activities on high 

risk areas 



Identifying risks and assessing their impact 

and likelihood 

 The objective is for Internal audit to obtain a thorough 
understanding of the risks facing the organisation 

 Best practice is that risk identification and risk assessment 
(scoring for impact and probability) should carried out in two 
separate stages 

 Focusing on events that impact objectives is usually the easiest 
way to brainstorm risks facing an organisation 

 The approach will be different when management has an entity 
risk management process in place 

 When management does not have entity risk management 
process in place internal audit will need to carry out a separate 
exercise. This should capture management views on risk. 



Identifying risks 

 Where an ERM system exists use this as the basis for your 
own assessment.  

 Where an ERM system does not exist look for other 
documentary sources 
 Operational plans 

 Earlier reports by internal or external audit  

 Annual report of the organization  

 Other external reviews of the organisation 

 It may be possible and beneficial to carry out a joint risk 
assessment workshop with management 

 It can be useful to brainstorm the different types of events 
that may generate risks for the organisation  



 



Assessing risks in terms of impact and 

probability 

 Impact - the financial or non-financial consequences for the 
organization should the risk occur.  

 Probability the chances that the risk may occur 

 Assessing the impact of risks is more complex than 
assessing likelihood but both are important elements of a 
risk assessment 

 Limit the number of criteria used to assess impact to 4 or 5 

 Define what would represent low medium and high impact 



Some criteria for assessing impact 

 Financial impact. The monetary consequences for the 
organization should the risk occur.  

 Impact on reputation. The consequences with regard to the 
reputation of the organization, minister or even at a higher level 
the reputation of the entire country in the eyes of rating agencies, 
international donors, etc. 

 Regulatory impact. The occurrence of the risk may result in 
frozen budgets or programs or even in fines (e.g. EU funds). 

 Impact on mission/ achievement of objectives/operations. The 
extent to which the mission of the organization may be impacted 
by the occurrence of the risk. 

 Impact on people – unplanned loss of key people and skills can 
significantly impact organizations.  



 



Criteria for assessing likelihood (probability) 

 The criteria for assessing probability are usually very 

similar. Consider the following 



Scoring risks for impact and probability 

 

 This can be done in different ways: 

 Score sheets can be developed and used by individuals to 

assess risks and then the results of individual scores combined 

to develop an average across a group of people.  

 Scoring can be done in a meeting where each individual 

presents his or her view and a consensus score is agreed 

 Decisions need to be taken on combining the scores for risk 

impact with risk probability.  

 Many organisations use a matrix and agree in advance 

which combinations of probability and impact represent low 

medium and high risk.  



A likelihood and impact matrix 
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Building risk based strategic and  

annual plans 



Building risk-based strategic and annual 

plans 

 The objective of this stage of the process to determine what needs 
to be audited from within the audit universe (this process can also 
be referred to as an “audit needs assessment”)  

 Because of the high number of possible audit objects and a large 
number of risks, most auditors use a set of generic “risk factors” 
to review the importance of each element of the audit universe to 
determine the priority that should be attached to each auditable 
object.  

 While the term risk factors is used these could also be described 
as selection factors, because the purpose of this stage of the 
process is to select the most appropriate audits to undertake.  

 Most organisations use between five and eight risk factors 



Common risk factors used by IA units 

Common risk factors in IIA survey %age of IA units 

using these factors 

Degree of Financial Materiality 100% 

Complexity of activities 94% 

Control Environment 94% 

Reputational sensitivity 92% 

Inherent risk 92% 

Extent of change 89% 

Confidence in management 83% 

Fraud Potential 81% 

Time since last audit 78% 

Volume of transactions 78% 

Degree of Automation 72% 



Develop criteria to assess the importance 

of each risk factor 

 It is best practice to develop a set fo criteria that can be 

used to rank and score risk factors.  

 Don’t over complicate the process by adding too much 

precision. Remember that these are judgments.  

 Because some risk factors are more important than 

others many auditors add a weighting factor (e.g. to 

score materiality or management concerns higher than 

other factors) 
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Writing and updating strategic and annual 

plans  



Strategic plan  

 The purpose of a strategic plan is to record the judgments 

made about audit needs - the internal auditor’s judgment of 

the systems, activities and programmes that should be 

subject to audit to provide reasonable assurance to 

management about risks and the effectiveness of internal 

control.  

 A strategic plan is a “shop window” for internal audit – 

use it well. The strategy is an opportunity to present to 

management all the things that an IA unit could do to help 

the organization achieve it objectives. It can be useful way of 

generating support fore the audit function.  



Key elements of a strategic plan 

 Clearly expressed objectives for what the IA function will achieve in the next 2-
3 years.  

 The methodology used to prepare the strategy and how the IA unit has 
assessed risks that impact the work.  

 How the IA unit will address the areas of most significance over a period of 
years. (Cycles of coverage) 

 The resources required and available to meet these needs. 

 An assessment of those events which may impact the achievement of 
objectives in the audit strategy and mitigating actions to address risks.  

 The impact of resource constraints on the ideal level of audit coverage. 

 Aspirational goals for what the IA function would like to achieve.  



Annual audit plan 

 The annual audit plan translates the strategic plan into the 
audit assignments to be carried out in following 12 months 

 It should define the purpose (title) and duration of each audit 
assignment and allocate staff and other resources 
accordingly 

 The plan should provide a basis for agreeing the 
assignments to be undertaken and the timing of each 
assignment with the relevant managers 

 The annual plan should be aligned to the budgetary period 



Key inputs to preparing an annual plan   

 The strategic audit plan assumptions and whether these are 
still valid in the light of audit findings. 

 The latest annual plan (if appropriate), taking consideration 
the main findings from previous audits that indicating 
changes in risk.  

 Organisational and timing constraints 

 The resources that should be reserved for future unplanned 
work 

 Optional program of audits to take the place of postponed 
audit missions and/or a lower volume of unplanned work 
than forecasted 



Keeping plans up to date – regular 

monitoring of risk   

 Both the audit risk assessment and the strategic plan 

should be reviewed every year 

 In reviewing the strategic audit plan, the head of 

internal audit should consider: 

 changes that have occurred to the entity, its activities, 

objectives or its environment.  

 results of internal audit assignments undertaken in the 

previous year 

 whether budgets are still appropriate and will ensure the 

delivery of an efficient internal audit service.  


