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1 Joint expertise in PPP
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The better the question. The better the answer.�
The better the world works.

Are you using or providing 
a Service based on 
Blockchain Technology?

A. Yes

B. No

C. I don’t know



2 Introducing Blockchain Assurance (1/2)
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Proof-of-Concept 55%
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„In insurance, blockchain can enable transaction flow 
across multiple layers of counterparts from original 
insured, to brokers, to primary carriers, to reinsurers, 
all the way to capital markets, potentially redefining the 
standard for digital transaction processing.“
Jags Rao
Blockchain work stream lead Swiss Re

”



The better the question. The better the answer.�
The better the world works.

Have you already setup a 
Blockchain Assurance 
controls framework or rely
on a respective Services?

A. Yes

B. No

C. Relying on a Blockchain 
Services



2 Introducing Blockchain Assurance (2/2)
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How can we trust that the Blockchain was 
correctly implemented and is not corrupt? 
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3 Blockchain Audit Approach (1/2)

► On-chain to off-chain connections: tokens created on-
chain are not matched with off-chain assets.

► Smart contract contains bugs.

► Unintended (immutable) transactions occur.

► Counterparties are misrepresented.

► Security breach results in
fraudulent transactions.

► Tokens are not burned when 
physical asset is consumed.

► More …

What 
could go
wrong?



The better the question. The better the answer.�
The better the world works.

Are you aware of a 
Cybersecurity Incident / 
Breach related to a 
Blockchain Service related to 
your country/organization?

A. Yes

B. No service in use

C. No incident



Blockchain Audit Domains

3 Blockchain Audit Approach (2/2)

• Who is responsible ? 
• Is there a 4-eyes principle implemented? 

• Which kind of Blockchain is implemented (Public vs. Private vs. Hybrid)?
• Was the Blockchain correctly configured?

• Is a change management process implemented ?
• Are identity and access management procedures available? 
• Is there a Security concept?
• How secure is the IT-infrastructure? 

(OS, DB, IP).
• Are there any sensitive data that will be

transferred?

 Part of Blockchain Analyzer technology

Governance

Technology

Security

Transactional



4 Blockchain Analyzer technology

Blockchain 
analytics

Many input 
sources

Explorer & 
Visualizer Tax Calculator Smart Contract & 

Token Review

Audit readiness / 
financial 
reporting

API

User input
ConnectorConnector 

Client system export 

Data Analytics 
Tool

Tailored for APIs

SAP®

*Data received by EY 
teams for upload

Join blockchain networks

Execute analytics on large data sets
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Visualize the results

Stay compliant with organization-specific data regulations

Store the ledgers in a common format

Platform follow a series of very straightforward steps:



The Activity was presented by…

Pascal Winkler

Director | EY Switzerland
Cell:+41 79 743 20 56  

pascal.winkler@ch.ey.com
LinkedIn

CH Attestation & Certification leader

mailto:pascal.winkler@ch.ey.com
https://www.linkedin.com/in/winpas/
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