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Σ 
SIGMA 

outline 

 
1. Why risk assessment 

 

2. Risk assessment  at macro level (per Ministry) – a key tool for audit 
planning in Portugal 

 

3. Risk assessment  at micro level (per organization)  -  a key tool for 
auditing the internal control systems 
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Σ 
SIGMA Risk assessment – Why ?  

• Basis for the audit strategy 
 

• Planning audit work (risk-based plan) 
 

• Prioritise audit work, consistent with the organization’s 
goals 
 

• Mitigate the risks ASAP  
 

• Increase audit efficiency/focus on risk areas 
 

• Consider expectations of senior management, the board 
and other stakeholders 
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Σ 
SIGMA Why risk assessment – ISA 315 and 330 

 

 

ISA 315 gives an overview of the procedures that the auditor should 
follow in order to obtain a sufficient understanding to assess audit 
risks, and these risks must then be considered when designing the 
audit plan. 

 

Of central importance to both ISA 315 and ISA 330 is the recognition 
that assessing risks is at the core of the audit process, and these two 
ISAs specify that the auditor is required to obtain an understanding 
of the key risks (sometimes described as 'significant' risks) relevant 
to the financial statements.  
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Σ 
SIGMA 

audit standards 

 

• ISA 315 - Identifying and assessing the risks of material  

  misstatement through understanding the entity and  
  its environment 

• ISA 330 - The Auditor’s responses to assessed risks 

 

• IASB Performance standard 2010 - Planning 



© OECD 

A
 j

o
in

t 
 i

n
it

ia
ti

v
e
 o

f 
th

e
 O

E
C

D
 a

n
d

 t
h

e
 E

u
ro

p
e

a
n

 U
n

io
n

, 

p
ri

n
c

ip
a
ll

y
 f

in
a

n
c
e
d

 b
y
 t

h
e

 E
U

 

Σ 
SIGMA 

A- Risk assessment  at macro level (Ministry) – a 
key tool for audit planning in Portugal 

Steps: 

 
1 - Understanding the entities and their functions, business and 
environment; gathering information (also using in house 
information and available recent data) 

 

2 - Risk assessment check list (per each organization of each 
Ministry) 

 

3 – Assessment of the results (per organization of each Ministry) 

 

4 – Setting priorities for the audit annual plan 

 



© OECD 

A
 j

o
in

t 
 i

n
it

ia
ti

v
e
 o

f 
th

e
 O

E
C

D
 a

n
d

 t
h

e
 E

u
ro

p
e

a
n

 U
n

io
n

, 

p
ri

n
c

ip
a
ll

y
 f

in
a

n
c
e
d

 b
y
 t

h
e

 E
U

 

Σ 
SIGMA 

1st step – Understanding the entity and its  
business/environment and gathering information 

 

ISA 315 gives detailed guidance about the understanding required 

of the entity and its environment by auditors, including the entity’s 

internal control systems. 

 

Understanding of the entity and its environment is important for the 

auditor in order to help identify the risks, to provide a basis for 

designing and implementing responses to assessed risk (see also 

ISA 330, The Auditor’s Responses to Assessed Risks), and to 

ensure that sufficient appropriate audit evidence is collected. 
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Σ 
SIGMA 2nd step – Risk assessment check list 

 
 

Risk assessment 
summary table with the key risk factors 

 
 
 
 
 
 

Risk assessment 
detailed table (risk factors break down) 

 
 

 

 

C:/Documents and Settings/ricardoreis/Local Settings/Temp/FEDER - folhas auxiliares.xls
C:/Documents and Settings/ricardoreis/Local Settings/Temp/FEDER - folhas auxiliares.xls
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Σ 
SIGMA 

2nd step – Risk assessment summary table 
quantitative assessment 

RISK FACTORS Maximum Score  

      
F1 Nature of the Department/Unit 2 
      
F2 Materiality 3 
      
F3 Expenditure Structure 10 
      
F4 Own Resources 10 
      
F5 European Union financing 8 
      
F6 Debt management 7 
      
F7 Financial and Economic indicators 10 
      
F8 Internal Control 28 

      

F9 Results of previous audits 22 

 
MAXIMUM SCORE 100 
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Σ 
SIGMA 2nd step – Risk assessment check list 

 

• Check list as a section of the audit manual 

 

• check list detailing each risk factor, with a  maximum score per 
factor (example of the check list shown in a separate file)  

 

• applied to each organization of each Ministry (eg, general 
directorates, agencies, departments) 

 

• Input from senior management (eg, interviews or revising 
management documentation) 

 

• basis for audit priorities and annual planning 
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Σ 
SIGMA 

2nd step – Risk assessment (included in the score of factor F8)  

Probability assessment Level 

Not verified in previous audits 1 Ocasional 

Verified in 5% of the expenditure audited in previous audits 2 Possible 

Verified in more than 5% of the expenditure audited in previous audits 3 Frequent 

Impact assessment Level 

Does not afect expenditure 1 Low 

Does not afect expenditure in a material way 2 Moderate 

Affects expenditure in a material way 3 High 
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Σ 
SIGMA 3rd step – Risk assessment results  

from quantitative to qualitative assessment 

 
Assessment 

 
Lower Limit Higher Limit 

Very Low 20 36 

Low 36 52 

Medium 52 68 

High 68 84 

Very High 84 100 
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Σ 
SIGMA 

3rd step – Risk assessment results 

DGDR INH CCDRN CCDRC CCDRLVT CCDRAL CCDRALG ICN IRAR IGAPHE
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Σ 
SIGMA 

Verifications carried out should allow the auditor to 
issue a final audit opinion on the internal control system 

Work Well: if key risks are properly 
addressed by controls operating effectively 

Work, but minor improvements are 
needed: if key risks are properly addressed 
by controls operating effectively, with some 
minor exceptions 

Work, but important improvements are 
needed: if some risks are addressed by 
controls, that in relevant situations are weak 
and not operating effectively 

Does not work: major key risks are not 
properly addressed by controls and/or key 
controls are not operating effectively 

14 

3rd step – Risk assessment results 
another method – European Commission final audit systems 
assessment 
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Σ 
SIGMA 

 B - Risk assessment  at micro level (per organization)    
a key tool for auditing the internal control systems 

 

 

1 – focus on key internal control areas (COSO based) 

 

2 - internal control check list (key controls) 

 

3 – guidance note for the auditors – how to use  

 

4 – final assessment of the results (clear indication of the 
high risk internal control areas – important for the 
management, the board and the audited organization) 
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Σ 
SIGMA 

Terms of Reference 

 

   

 

 Key 
principles of 
an internal 

control 
system 

Clear allocation 
of roles and 

responsibilities 

Appropriate 
segregation of 

functions 

Reliable 
management 

accountant and 
information 

systems 

Key Controls 
over 

operations 
and 

transactions 

16 
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Σ 
SIGMA 

 

   

 

 

Control Environment 

Management 
awareness on the 

importance of internal 
control 

Risk Assessment 

Assessing the inherent 
risks of the entity, 

Internal Control 
Procedures 

Procedures adopted 
by the management to 
address and mitigate 

the risks 

Information and 
Communication 

Information systems 
allowing for an 

effective internal 
control 

Monitoring 

Continuous 
assessment procedure 

of internal control 
quality performance 

17 

 
 
 
 
Terms of Reference - Internal control components 
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Σ 
SIGMA 

 

   

 

 

Organization 

structure 

Segregation of 
functions 

Operations  

key controls 

Accounting  

and financial 
controls 

Record-keeping 
of documents in a 
sequence/order 

Qualified and 
accountable staff 

Clear 
authorization and 

approval 
procedures 

Physical controls 
Management 
supervision 

Cost-benefit 
approach 

 

documentation 

18 

Terms of Reference – internal control elements 
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Σ 
SIGMA 

19 

focus on Internal control 
example of a check list  
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Σ 
SIGMA 

20 

focus on Internal control 
example of a detailed internal control check list (key controls) 
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Σ 
SIGMA 

final assessment table 
an example for internal control areas 

21 

0 – Non existent   1 – Very Poor   2 – Poor   3 – Sufficient   4 – Good   5 – Excellent 

0 

1 

2 

3 

4 

5 

Control environment  
Organizational structure 

 

        Budget preparation, 
              execution 

           Treasury   
          management 

Asset  
management 

Revenues Acquisitions  and  
Procurement 
  

HR management Information systems       Annual accounts 
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Σ 
SIGMA RA areas to follow and improve - I 

 

• RA is key for the auditor - need to have a deep and comprehensive 
understanding of the audited organization business and environment 
(auditor must not feel “lost in the forest”, but going straight to the “right trees”) 

 

• Without a robust RA it’s not possible to have a good planning, and 
without a good planning it’s very difficult to have an effective and 
valuable audit report  

 

• Need to improve the reliability of the inherent risk assessment, in 
particular in organizations with complex and composite financial 
transactions and several sources of funding  
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Σ 
SIGMA RA areas to follow and improve - II 

 

• Example of operations of this nature, which are often difficult to the 
auditors – revenue generating projects, financial engineering operations,  
state aid operations 

 

• Also public procurement, concessions and PPP’s are areas of high 
materiality and complexity and increasing difficulties in RA (both inherent 
and control risk), requiring specific knowledge and fine tuning RA 

 

• Example of the most common findings requiring experienced auditors – 
additional works, modification of the physical object of the contract and 
artificial splitting of the contracts 
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Σ 
SIGMA RA areas to follow and improve - III 

 

• From our experience, public procurement, concessions and PPP’s are 
responsible for some of the most material and important audit 
findings (also deviations and errors) 

 

• accordingly, we decided to improve the risk assessment and also to 
develop a separate and very detailed check list to audit public 
procurement, concessions and PPP’s (that was included as an 
additional annex to the audit manual – other high risk areas will be 
subject to specific check lists as well) 

 

• auditing management information systems, running in high complex IT 
platforms (even when not a IT audit, IT capabilities are very useful). 

 


