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Glossary of terms
Budget organizations – State and local authorities, their structural units and all economically distinct entities that apply budgets, budget accounts, extra-budget accounts and funds in the meaning of the State Budget Structure Act and the Municipal Budgets Act, as well as the state funds and institutions related to mandatory social, health and other insurance, state higher education institutions, Bulgarian Academy of Sciences, Bulgarian National Television, Bulgarian National Radio and other entities and structural units whose accounts and operations are included in the consolidated fiscal program, including the spending units under European Union programs.
Internal auditors – Division, unit, consulting team or another organization which provides independent, objective assurance and consulting services to management, designed to add value and improve the organisation's operations. Internal auditors help organizations to accomplish their objectives by using a systematic and disciplined approach to evaluate and improve the effectiveness of risk management, control, and management processes.
Error – Deviation from the effective written rules on the building and functioning of financial management and control systems due to wrong perception, interpretation or application of these rules. 

Sound financial management – Management process aimed at maximising the utilisation of resources and organising the activities so that the objectives of the organization can be achieved while observing the principles of effectiveness, efficiency, and economy. 
Code of ethics of the internal auditors – Written document endorsed by the Minister of Finance which is obligatory for all public sector internal auditors. The code of ethics includes principles applicable in the internal audit profession and practice, as well as rules on internal auditors conduct. 
Effectiveness - Degree of achievement of auditee’s goals in comparing the expected and the actual outcome of its activity.

Efficiency – Achievement of maximum outcome from the resources used in the performance of the auditee’s activities.

Fraud – Type of illegal action which includes acquisition of wealth of certain value by means of misrepresentation – deception, non-disclosure, or breach of trust. Frauds are made by individual persons and organizations with the purpose of acquiring money, property or services; evasion of payments or loss of services; as well as with the purpose of attaining personal or business benefit. 
Fraud indication – Indication from which a justified conclusion for a deliberately untrue or inaccurate presentation of facts can be drawn.

Economy - Minimisation of the costs for acquisition of resources needed for the performance of the activity in keeping with the quality requirements, with the resources being duly acquired in the quantity needed. 

Audit assignment – Specific auditing assignment, task or review which includes, for example, conduct of internal audit, assessment of controls, check for availability of frauds, or consulting service related to the conduct of internal audit. An audit assignment can include various tasks and activities aimed at achieving a particular set of related objectives.

Control – All actions of the organization’s management aimed at managing risk and increasing the probability of achievement of the goals and tasks set. The management plans, organizes and guides the performance of activities sufficient for the attainment of reasonable assurance that the goals and tasks set would be achieved. 

 Controls – Policies, procedures and activities established in order to ensure that risks are confined within the admissible limits defined in the risk management process.

Control environment – Attitude and activity of the management in regard to the significance of control inside the organization. The control environment ensures the discipline and structure required for the achievement of the key objectives. The control environment includes the following elements: 

• integrity and ethical values;

• management philosophy and style of work;

• organizational structure;

• assignment of powers and responsibilities;

• policies and practices of human resource management;

• competence of staff.
Shortcoming – Deviation expressed in incompleteness, inadequacy or imperfection of the financial management and control systems, which hampers the fulfilment of any of the systems’ goals.

Independence – The set-up of the internal audit activity should not allow any interference in the work of internal auditors in determining the scope of an internal audit in planning, performance of tasks and reporting of results. Moreover, the independence also depends on internal auditor’s competence which is not to allow other persons to exert influence on the professional judgment of the auditor.
Objectivity – Bias-free attitude which enables internal auditors to carry out their assignments in a way that they sincerely believe in the result from their work as well as in the lack of any material compromises with its quality. Objectivity requires internal auditors not to subject their judgment on audit matters to the judgement of other people. 

Audit Committee – Consultative committee established by the manager of the organization, whose purpose is to assist both the manager of the organization and the head of internal audit in the performance of the internal audit activity in the respective organization. Members of the audit committee may be persons external to the organization who have appropriate qualification and experience in the area of financial management and control, internal or external audit.  

Residual risk – It is the risk which continues to exist even after the management undertook actions to diminish its effect and the probability of occurrence of unfavourable event.

Working program for conduct of the assignment – Document which includes the goals and lists the procedures as well as the internal auditors who are to conduct them during the assignment for the audit goals to be achieved.
Risk – Probability of an event to occur that would affect the achievement of the goals of the organisation/ activity/ process. Risk is measured in terms of its effect/ influence and likelihood.

Certification - The activity for reviewing all financial documents of the functional units which are spending resources under European Union funds and programmes; providing assurance that the accounts to be sent to the European Commission are true, complete and accurate; preparing of a report which certifies that the management and internal control procedures function in a satisfactory manner and guarantee the target spending of the funds. 

Standards – Professional rules endorsed by the Council of Ministers which set forth the basic principles of internal audit activity conduct. They establish the base for measuring the internal audit quality and encourage processes and actions that lead to improvement of the activity of public sector organizations. 
Statute of the internal audit unit – Document signed by the management of the organization and the head of internal audit. It defines the goals, tasks and methods of conducting the internal audit. It clarifies the way of carrying out the audit and emphasizes on the rules on the behaviour by outlining the rights and obligations of the auditors and of the persons from the organization in connection with the internal audit activity. In case an audit committee is established in the organization the statute must be approved by it, too.
Compliance – Observance of and keeping to policies, plans, procedures, laws, by-laws, agreements and other requirements. 

Risk management – Process of identification, assessment, management and control of potential events or situations /risks/, intended to provide reasonable assurance that the objectives of the organization will be met. 
Goals of the audit assignment – The results that internal auditors strive to achieve. 
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KEY INDIVIDUALS, INVOLVED IN THE AUDIT PROCESS 
PURPOSE: The purpose of this document is to make a short characteristic of the key individuals involved in the audit process as well as to outline their obligations and responsibilities. 

The key individuals involved in the audit process are: manager of the organization, head of the internal audit and internal auditor.
The Manager of the organization 
· Is responsible for the building and functioning of adequate and effective financial management and control systems in compliance with the Public Financial Management and Control Act;

· Is responsible for the introduction and performance of the internal audit function in conformity with the Public Sector Internal Audit Act while ensuring the independence of the internal audit as regards audit planning, performance and reporting;

· Determines the number of personnel of the internal audit unit in line with the requirements of the Public Sector Internal Audit Law;

· Initiates the performance of audit assignments for consulting services agreeing with the head of the internal audit their goal and scope;

· Appoints and releases the internal auditors and the head of the internal audit;

· Coordinates the carrying out of checks by the internal auditors in organizations other than the one whereat they are appointed and which s/he manages;

· Appoints expert for the needs of the internal audit where special knowledge and skills are needed;

· Approves the statute of the internal audit unit;

· Approves and endorses the strategic plan and the annual plans on the internal audit activity, the plan for the professional training and development of internal auditors as well as the changes to these plans;

· Notifies the competent authorities of the cases of fraud reported or fraud indications established by the internal audit;

· Provides comments and opinions on the audit reports submitted;

· Prepares an action plan and undertakes measures to implement the recommendations given;

· Accepts from the head of the internal audit annual report on the internal audit activity and forwards it to the competent authorities;
· Has the right to set up an audit committee and determine its members.

The Head of the internal audit 
· Conducts overall management and control of the internal audit in the organization; 

· Drafts and submits for endorsement to the management of the organization and to the audit committee /if such is established/ strategic and annual plans for the internal audit activity;

· Drafts and presents to the manager of the organization a plan for the professional training and development of internal auditors;

· Determines the members and the leader of the audit teams for the specific audit assignment; 

· Organizes the kick-off meeting with the management team of the audited organization;

· Develops a quality control plan and ensures the interaction with the external audit;

· Drafts and submits to the manager of the organization and to the audit committee /if such is established/ an annual report on the internal audit activity;

· Examines, approves and endorses the audit plan;

· Monitors the performance of the audit assignment;

· Examines and endorses the audit report – in terms of its completeness, justification, accuracy;

· Examines the working documents and the evidences to the audit report;
· Organizes the filling in and assembly of the audit trails;

· Informs the manager of the respective structure /either orally or in writing/ about the beginning of every audit assignment;

· Heads the preliminary study, defines the initial goals and scope of the audit and the provisional time schedule; 

· Organizes and holds interviews with persons from the audited entity, if necessary;  

· Particularizes the goals and scope of the audit;

· During the audit process reviews the scope, goals and time needed for conducting the audit activity. In case substantial changes were made, s/he familiarizes the management of the audited organization with these;

· Familiarizes the management of the audited organization with the risks established;
· Together with the audit team makes assessment and classification of the risks and after that familiarizes the management with the results;

· Prepares and fills in a working program for the assignment performance;

· Distributes the tasks among the auditors from the team in accordance with their knowledge and skills;

· Examines the working documents in terms of their completeness, reliability and relevance and approves them; 

· Checks whether the findings are supported by sufficient, relevant and reasonable evidence;

· Approves the recapitulation of the results and summarizes these in a table of findings, conclusions and recommendations;

· If necessary, drafts a document for analysis of a problem and organizes an interim meeting for its presentation to the management;

· Approves the preliminary and the final audit report and submits them to the management of the organization;

· If necessary, renders assistance to the management in connection with the preparation of an action plan;

· Plans and ensures follow-up of the recommendations given;

The Internal auditor
· Attends the kick-off meeting whereat the team is presented; 

· Fulfils the tasks assigned to him/ her by the head of the internal audit;

· Prepares working programs intended for the check of the fulfilment of the tasks assigned to him/ her;

· Makes concrete tests of controls;

· Makes documentary checks;

· Makes physical checks;

· After making the checks fills in the working documents, writes down the findings, conclusions and recommendations on the task checked;

· Assembles the findings and the evidence and presents these to the head of the internal audit for review and approval;

· Corrects and supplements the findings /in case the head of the internal audit made notes/.
· Drafts preliminary and final report on the specific audit assignment.
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INQUIRIES AND INTERVIEWS 
Model questions for interviews to understand the activity 
· How many divisions and employees are involved in the audited activity or structure?

· What are the main activities and processes of the structure, which are the most problematic of them??

· How is control in the structure built?
· To what extent is the staff in the structure trained and do they work in compliance with any standards?

· Have any actions been undertaken under the recommendations from previous checks? What actions have been taken?

· Are there any remedial actions and are they effective?

· How is the observance of the working time controlled?

· How are the Internet access and e-mail exchange controlled?

· How is the payment of salaries arranged – in cash, via debit cards?

· How are non-current and current assets safeguarded?


MODEL
	.....................................................................................................................................................

/organization/

	Audited activity/process:
	Audited period:

from ......................... 

to .............................

	Prepared by: 
	date: .........................

	Approved by:
	date: .........................


QUESTIONNAIRE 
FOR UNDERSTANDING OF THE ACTIVITY/ PROCESS 
AT THE PRELIMINARY STUDY STAGE 
	QUESTIONS
	ANSWERS

	1. SOCIAL AND ECONOMIC SPHERE 
	

	1.1. What is the goal of the activity/process?


	

	1.2. What is the relation between the audited activity/process and other activities and processes?


	

	1.3. What is the applicable legislation for the audited activity/process?


	

	1.4. What is the public importance of the activity/process?


	

	2. INTERNAL STRUCTURE 
	

	2.1. Is the activity/process conducted in more than one structural unit /directorates, divisions, sectors, etc./?


	

	2.2. Are there clear and effective relations between the structural units that conduct the activity/process? 


	

	2.3. Have any changes been made to the management of the structures that conduct the activity/process in the past year?  


	

	2.4. Have any changes been made to the number of the structural units that conduct the activity/process and have these been replaced by other? 
	

	3. FUNCTIONING OF THE AUDITED ACTIVITY/PROCESS 
	

	3.1. How is the functioning of the internal control environment organized /plan of the document flowchart, available internal control unit, etc./?


	

	3.2. Are there any past or current problems that exert influence on the activity/ process and what are they?


	

	3.3. Are there any ongoing or planned reforms and what are they?


	

	4. OTHER QUESTIONS

	


Prepared by:

/Internal auditor/

Approved by:

/Head of Internal audit/

MODEL
	.....................................................................................................................................................

/organization/

	Audited activity/process:
	Audited period:

from ......................... 

to .............................

	Prepared by: 
	date: .........................

	Approved by:
	date: .........................


I N Q U I R Y  F O R M 
ABOUT CHECK OF THE BUILDING AND FUNCTIONING OF THE FINANCIAL MANAGEMENT AND CONTROL SYSTEMS 
AT......................................................................

	І. GENERAL INFORMATION 

	1. Budget of the audited organization for the previous year – in BGN thousand 
	

	2. Number of second-level and lower-level spending units as of 01 January of the audited year.
	

	3. Number of companies wherein the organization participates.
	

	4. Number of procedures under Public Procurement Act (PPL)  held in year.........
	

	5. Number of procedures held under OAPPTDPPL.
	

	6. Number of the administrative units at ..........................
	

	7. Are the strategic and annual objectives of the audited organization clearly formulated – specify where and when.

If the answer is “yes”-

- How do you monitor the level of achievement of the strategic and annual objectives set?  


	

	INFORMATION ABOUT THE FINANCIAL MANAGEMENT AND CONTROL SYSTEMS (FMCS)


	ІІ. EX-ANTE CONTROL AND DOUBLE SIGNATURE SYSTEM AS FMCS COMPONENTS 

	1. Does your organization have, as a first-level spending unit, a financial controller appointed who exercises the ex-ante control before a decision is made a financial liability to be assumed and/ or a payment to be made?

If the answer is “no” – pass to question № 2

If the answer is “yes”- indicate how the ex-ante control activity is organized:

1.1. One financial controller is appointed /internal act №/date
1.2. More than one financial controller are appointed – indicate their number and the internal acts №/date
1.3. Are there any persons appointed or tasks assigned to other persons at the organization related to supporting the activity of the financial controller?
	-

	2. If no financial controller is appointed:

2.1. Indicate the reasons for that 
2.2. Indicate how the ex-ante control activity is organized in your organization. If it is assigned to another employee – indicate his/ her position as well as whether the person performs both his/ her basic obligations for the position whereto he/she is appointed, and the ex-ante control function.

	

	3.  Are there any written policies and procedures ensuring the application of the ex-ante control and its documenting?
If the answer is “no” – indicate the reasons 

If the answer is “yes”-: 

- indicate the internal act and the date of their entry into force 
- do they include procedures for actions in case of established discrepancies in the exercising of the ex-ante control.


	

	4. Are there any written policies and procedures ensuring the observance of the double signature system before a financial liability is assumed and/ or a payment is made?

 If the answer is “yes”: 

· indicate the internal act and the date of their entry into force 
· have any powers been delegated under the double signature system. 


	

	5. Where the financial liability is assumed by the first-level spending unit and the payment is made at a lower-level spending unit – are there any written procedures introduced which set forth who and how exercises ex-ante control 
а/ before assuming a financial liability 
b/ before making a payment

	

	6. How is the performance of the ex-ante control function ensured at the lower-level spending units to your organization:

а/ through appointment of a financial controller – indicate the number of lower-level spending units where a financial controller is appointed 
b/ through assignment of the ex-ante control function to an employee at the respective organization - indicate the number of lower-level spending units where such assignment took place 
c/ through assignment to the financial controller at the first-level spending unit – indicate in how many lower-level spending units 
	

	 ІІ. OTHER FMCS COMPONENTS

	

	7. Are there any internal rules regulating the budget process?

If the answer is “yes” – indicate the type and date of the internal act 

	

	 9. Are there any internal acts for adequate segregation of the responsibilities on decision making, control and implementation? Indicate their type:

а/ job descriptions;
b/ internal acts regulating a specific activity of the organization /instructions, methodologies, working procedures, manuals/;

c / other.

	

	 10. Is mandatory documenting of all activities introduced?

Are there any written procedures on the organization of the document flowchart that regulate the order of movement, storage, use and archiving of the documents drafted?
Indicate the internal act.


	

	11. Are there any rules on the recruitment, appointment, attestation, re-appointment, provision of incentives and improvement of qualification of the staff?

If the answer is “yes” – indicate the type and date of the internal act/s.


	

	12. Are there any written procedures introduced ensuring the storage and safeguarding of assets and information?

	

	 13. Is there an administrative internal control unit at the organization?

If the answer is “yes” – indicate the areas where control is exercised.


	

	14. Is there a distinct administrative unit responsible for the organization of public procurement procedures?


	

	15. Are there any internal rules and procedures for conducting public procurement? Indicate the internal acts.
	

	16. Has the Contracting Authority under PPL delegated his/her powers in connection with the conducting of public procurement procedures to another official?
 
	

	17. Have any guidelines on FMCS building been provided to lower-level spending units?
	


.............200....

Interviewer:                                                       
For the audited entity: 

                        / signature/
                                                                
 / signature/                                            
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MODEL LETTER TO LOWER-LEVEL SPENDING UNIT WHERE INTERNAL AUDIT IS TO BE CONDUCTED 
	CC:


	TO
................................................................

/Name and position of the manager of the organization /

......................................................................

/ Name and position of the head of the audited activity/ process/





Dear Mr./Ms. .......................


A team of internal auditors from ................................ /the name of the organization or directorate is to be indicated/ has planned to perform audit assignment with regard to .................................... /the activity/process is to be indicated/. The audit will be conducted by audit team with members: ..................

The audit starts in ......... /the month/, and the head of internal audit Mr./Ms. ................................... is to contact you in order to arrange the date which suits both of you.


In view of saving the time of both the auditors and you the head of internal audit will provide to you questionnaires by means of which the auditors will make a preliminary study. The questionnaires need to be filled in before the date of the audit commencement. This would facilitate the work of the auditors and shorten the time period of their stay at your organization/ structure.


The questionnaires are divided into a number of sections covering general administration, specialized administration, public procurement procedures, information technologies, etc. In regard to the sections announced you are to identify the people who will communicate with the audit team during their stay at your organization/ structure.

Please submit the completed questionnaires to the internal auditors at your kick-off meeting with them, attaching to the questionnaires the necessary copies of documents, references and other information that support the answers to the questions.

I rely on your full cooperation for the most effective and efficient completion of the audit assignment.
Date.........


       respective manager: /sgn/
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	.....................................................................................................................................................

/organization/

	Audited activity/process:
	Audited period:

from ......................... 

to .............................

	Prepared by: 
	date: .........................

	Approved by:
	date: .........................


WORKING DOCUMENT – SYSTEMS-BASED AUDIT 
Activity/process
	


Goals of the activity/ process
	


Steps of the activity/ process 
	


Structures that perform the activity/process /directorates, divisions, sectors/

	


Risks related to the activity/process 
	A

B
C
D
E



Assessment of the risks related to the process 
	HIGH                                         MODERATE                                                 LOW



	.....................................................................................................................................................

/organization/

	Audited activity/process:
	Audited period:

from ......................... 

to .............................

	Prepared by: 
	date: .........................

	Approved by:
	date: .........................


	
	RISKS RELATED TO THE PROCESS 

	CONTROL PROCEDURES
	A
	Б
	В
	Г
	Д

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Closing tests for compliance 
	


Assessment of the residual risk
	HIGH                                         MODERATE                                                 LOW


Weaknesses of the control 
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Model control objectives 
	Organization
Control component
	
	Focus of the control objective 

	Instructions and guidelines 
	-
	the services, levels of determination, terms and conditions of contracts and transactions comply with  the organization’s policies.

	Rules and procedures 
	-
	the procedures of making expenditures, collecting revenues and imposts, administration of assets comply with the organization’s policies.

	Related topics and subject 
	-
	the assessment and taxation scales are regularly reviewed and approved by the appropriate management level.

	Powers (Legal capacity)

Control component 
	
	Focus of the control objective

	Legal powers 
	-
	the service and transactions comply with the legislation and government department’s instructions.

	Professional powers
	-
	the standards on provision of services comply with the standards professionally recommended.

	Organizational powers
	-
	the services, levels of determination, terms and conditions of contracts and transactions comply with the policies.

	
	-
	the procedures of making expenditures, collecting revenues and imposts, administration of assets comply with the policies.

	
	-
	the assessment and taxation scales are regularly reviewed and approved by the appropriate management level.

	Transactions recording and processing 
Control component
	
	Focus of the control objective

	Occurrence 
	-
	the recorded revenue or expenditure has been actually collected or made.

	Completeness 
	-
	all transactions have been processed and reflected in the accounts or in the permanent archives as appropriate.

	
	-
	

	Measurement 
	-
	the transactions have been evaluated in compliance with the accounting policy of the organization.

	Time period 
	-
	the transactions have been started or reflected within an acceptable period of time.

	Regularity 
	-
	the transactions and the activities have been performed in compliance with appropriate regulatory powers (internal and external)).

	Correctness 
	-
	fairness and entirety have been complied with in the negotiations for the service or delivery contract.

	Presentation and opening 
	-
	each transaction is correctly encoded.

	
	-
	(Upon annual financial statements closure – that the form and contents of the statements comply with the relevant accounting standards and norms).

	Carrying in of assets and processing 
Control component
	
	Focus of the control objective

	Ownership 
	-
	the assets reflected are owned or administered by the organization.

	Entirety 
	-
	all assets are reflected in conformity with the rules and the financial regulations.

	Evaluation 
	-
	the assets reflected have been evaluated in compliance with the policy of the organization.

	Security 
Control component
	
	Focus of the control objective

	
	-
	the allowing of access to primary documents is appropriately organized.

	Assets
	-
	all assets are secured and the receivables are clearly identified.

	
	-
	the allowing of access to assets or the use of assets is appropriately organized.

	Archives
	-
	the archives are secured and the responsibilities thereunder are clearly defined.

	Certification 
Control component
	
	Focus of the control objective

	
	-
	the assets reflected are physically checked and the need of write-off provisions is assessed.



	Archives
	-
	the recorded information is regularly compared with the primary data or is physically checked, if appropriate.
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MODEL OBJECTIVES OF INTERNAL AUDIT 
SYSTEMS-BASED AUDIT 
In auditing the systems/ processes the auditors may check the controls established by the management. These controls may include plans, methods, processes related to operations planning, organization, reporting and control. The goals could be connected to establishing the extent whereto management controls give sufficient assurance that:

· the organizational objectives of the audited entity are achieved effectively and efficiently;

· resources are utilized in line with the legislation in force;

· the management information and the presented reports on the activity are complete and accurate and contribute to the performance of the activity and to management decision making;

· the established security of the computer, information system prevent or duly detect any unauthorized access to the system, etc.
PERFORMANCE AUDIT 
In conducting performance audit the audit team could define a great variety of goals related to: 

· the assessment of the effectiveness of the programs and the results achieved,

· the application of the principles of economy and efficiency in budget funds spending;

· the effectiveness of the management controls applied, etc. 

The goals related to the assessment of the effectiveness of the programs and the results achieved may include:

· Assessment of the extent whereto the audited entity achieved the legislative and organizational objectives in a certain area or activity;

· Establishment of the relation between the expenditures made and the revenues collected in regard to a certain program or activity carried out by the audited entity;

· Establishment of any overlapping of subjects and activities among different types of programs or activities carried out by the audited entity as well as any contradictions with other similar programs and activities;

· Finding whether the audited entity has established sound public procurement procedures;

· Assessment of the validity and reliability of the financial information related to the performance of programs and activities.

FINANCIAL AUDIT 
Occurrence of a certain event – Are all assets and liabilities, revenues and expenditures reflected in the accounting records?

Completeness – Are there any tangible assets, receivables and payables that are not reflected in the accounting records?

Rights and obligations – Is the audited organization the actual owner of the assets indicated in the accounting records and is the audited entity the actual debtor under the liabilities indicated in the records? 

Evaluation and distribution – Are the assets and liabilities accounted for in compliance with the effective legislation and are the values indicated in the accounting records correctly distributed?

Presentation and disclosure – Do the elements of the financial statements correspond to the classification in force; are all requirements connected to the disclosure of the information contained in the accounting records of the program or activity met? 
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MODEL FACTORS FOR IDENTIFICATION AND ASSESSMENT OF RISK IN THE AUDITED ACTIVITY/ PROCESS 
· the nature of the activity of the audited entity – the key aspects of the activity /type of the activities, complexity and diversity of the activities/;

· integrity of the managers;

· quality of the management;

· practice and knowledge of the managers; 

· frequent changes in the managerial staff;

· managerial, supervisory and control functions which do not correspond adequately to the activity;

· frequent changes in staff /especially in the staff of the financial, accounting or internal control divisions /;

· insufficient staff, or staff and management with insufficient qualification and experience or low motivation;

· staff who do not use their leaves and work at sensitive divisions/ areas (accounting, cash-desk, finance); 

· the extent to which the managers and the staff are able /professional level, qualification and experience of the staff/ to ensure the proper conduct of administrative and internal control processes;

· exerting pressure on management;

· unnecessary interference in the daily work of the staff by higher level employees and exerting of pressure;

· exercising poor control over the activity;

· possibility of manipulating accounting documents;  

· complexity of the legislation which underlies financial flows;

· cumulative operations that may occur both during process conducting, and upon errors registration;

· unusual transactions or transactions of high value;

· activities that presume handling of large sums of money;

· the audited entity is scattered geographically /a great number of subordinate structures on the territory of the country or outside it/ which hampers communication;

· activities which involve foreign operations;

· operations where the check of the beneficiaries is hard to be made or where the end beneficiary differs from the obvious receiver;

· activities in which the audited organization has limited or no experience;

· other factors connected to the functioning of the entity.

The above factors are not exhaustive and are not applicable for every type of audit.
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PRACTICAL APPROACHES FOR RISK IDENTIFICATION 
Method 1

This method includes assessment of the risks pertaining to each control objective from the below categories. In some cases a concrete control objective may be subject of more than one risk category. After the risk identification is made, the extent whereto the control (controls) identifies the effective management of this risk and helps to ensure the achievement of the control objective needs to be assessed.
· Error  – is there any probability of occurrence of an error during the process in question or the information stored in a key information file or depository could contain errors (for example supplier’s data; employee’s data);

· Theft – can the process or information be deliberately manipulated for personal benefit and remain unnoticed?

· Regulatory – is there a possibility of failure of the process or system to comply with international or EU laws, rules and regulations; Bulgaria’s laws and any rules and regulations laid down by the central government or the respective entity;

· Disclosure – is there any probability of unauthorized disclosure of information about the way the system or process operates which could result in loss, difficulty or another shortcoming?

· Destruction – is there any probability of loss or destruction which could impede or hamper the operation of the system or process or result in lost or destroyed data;

· Value against money – is there any probability of uneconomical, ineffective and inefficient utilization of resources in the course of the operation of the process or system?

Method 2

This method includes use of “Risk Indicators” to help the identification of possible risks.

The bullets below provide useful guidelines that are to promote ideas of possible problems in the system, the impact these would have and the likelihood of their occurrence:

· Failure to...

· Lost opportunity to...

· Ineffective...

· Inability to...

· Relying on...

· Inadequate...

· Delayed ...

· Incompatible with ...

· Loss of...

· Lack of correspondence with 
· Lack of...

· Conflict between...

· Inappropriate...

· Destruction of...

· Increase of ...

· Concentration of...

· Groundless...

· Reduction of ...

The risks identified need to be discussed and coordinated with the management, if possible.
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METHODS FOR RISK CLASSIFICATION 
The most popular modern audit methods for risk weighing and classification are:

The relative priority method: it is the most simplified and unreliable method of all three. Risks are grouped in two-dimension tabular scale and assessed in qualitative terms: low, moderate and high;

The absolute determination method: it is may be the most popular method. Risks are assessed with concrete quantitative values based on the product of probability and impact.
The risk matrix method: it is the most complex and most complicated assessment which, however, gives high assurance of the correct assessment of the risks defined. The risk matrix is a specialized form of risk assessment. 
RELATIVE PRIORITY/ DETERMINATION 
The relative determination classifies risks in three broad groups: Low, Moderate and High. These assessments would have been sufficient on the planning level, especially where impact and probability are assessed /measured/ by qualitative rather than quantitative indicators. The method is relatively unreliable due to the fact that it is entirely dependent on the professional judgment and conviction of the internal auditor in regard to the probability and impact of a given event.
	PROBABILITY


	High
	
	
	
	HIGH RISK

	
	Moderate
	
	
	
	MODERATE RISK

	
	Low
	
	
	
	LOW RISK

	
	
	Low
	Moderate
	High
	

	
	
	IMPACT
	



[image: image1]
MODEL MATRIX FOR ASSESSMENT OF RISK AND CONTROL IN THE EMPLOYEES’ APPOINTMENT PROCESS IN “XYZ”ORGANIZATION 
Key goals of the process:

Competent and qualified staff to be appointed, who are to perform their daily duties with the view to achieving the objectives of the organization;

Compliance with the applicable legislation and internal rules to be ensured;

High quality and low process costs to be ensured;

	RISKS
	PRIORITY
	CONTROL

	The job descriptions are inadequate or out of date 
	Medium
	
	
	
	
	
	
	7
	8
	

	“Dead souls” in the payrolls 
	Low
	
	
	
	4
	5
	6
	
	
	

	The applicants are unqualified or their resumes contain false data 
	Medium
	1
	2
	
	
	5
	
	7
	
	

	The management shows lack of interest in observing the applicable legislation and procedures 
	High
	
	
	3
	4
	
	
	
	
	

	Ineffective/ non-perspective process 
	High
	
	
	
	4
	
	6
	
	8
	

	External – limited resource of qualified applicants 
	High
	
	
	
	
	5
	
	
	
	

	Reference in the audit plan 
	
	
	
	
	
	
	
	
	
	


	#
	CONTROLS
	COMMENT

	1
	Interview with the head of HR 
	More than good

	2
	Check of the application documents 
	Seems adequate

	3
	Internal regulations 
	Weakness – further questions about the volume of these acts 

	4
	Application forms to be filled in for competitions 
	Weakness – great volume of document flowchart which results in heavy paperwork, and weaknesses in the intermediate processes 

	5
	Additional checks by a third party from within the organization 
	Seems adequate

	6
	Segregation of duties 
	Seems adequate

	7
	Entries – job descriptions, application forms, letters, files, etc. 
	Seems adequate – but may be it is inefficient 

	8
	Communication
	Weakness – HR do not reply to all applications filed for the competitions 

	9
	Other
	


ABSOLUTE DETERMINATION 
The absolute determination uses numerical /quantitative/ values extracted from the risk assessment in descending order.

The impact values are multiplied by the probability values for the total score of every risk assessed to be obtained. It is subsequently distributed in a matrix established in advance, similar to the one below:

	Total risk for the process/ activity 
	Total score 

	Low
	1 – 5

	Below the average 
	6 – 10

	Moderate
	11 – 15

	Over the average 
	16 – 20

	High
	21 - 25


The risk calculation, determination and classification process itself can be understood from the following model table:

	RISK
	Impact score 
1-low; 5-high
Х
	Probability score
1-low; 5-high 
У
	Total score
Х*У
	Risk classification

	А
	5
	4
	20
	2

/over the average/

	B
	5
	5
	25
	1

/high/

	C
	3
	3
	9
	3

/low/

	D
	4
	1
	4
	4

/low/


Probability and impact could be modified by use of impacts and weights as a result of which a process /for example financial flows/ could be addressed with priority over another process /resources/ even though their score is equal. 
If the number of risks is low they could be distributed as percents in view of the effective allocation of resources in the process. It is evident from the above example that approximately 75% of the disposable resources in terms of time and people need to be allocated for the A and B risks. 
This method is not appropriate in the cases where the number of risks is greater.
RISK MATRIX 
The risk matrix determination is a specialized type of assessment developed mostly for analysis of the impact on computer systems and their components. The horizontal scale of the matrix comprises various negative impacts /hazards/ jeopardizing these systems /errors, omissions, unauthorized access, loss of data and physical destruction of the assets/. The vertical scale comprises the components of an IT system, which include the software applications, hardware devices and databases. The example below is a simplified one:

The negative impacts are located from the left to the right in descending order /with weight from 6 to 1/ 
The components are located downwards in descending order /with weight from 3 to 1/ 
	Negative impact

Elements
	Unauthorized access 

6
	Errors and omissions 

5
	Corrections 

4
	Frauds and thefts 

3
	Physical destruction 

2
	Loss of data 

1

	Data base - 3
	18

High
	15

High 
	12

High 
	9

Moderate 
	6

Moderate 
	3

Low 

	Hardware - 2
	12

High 
	10

High 
	8

Moderate 
	6

Moderate 
	4

Moderate 
	2

Low 

	Software - 1
	6

Moderate
	5

Moderate 
	4

Moderate 
	3

Low
	2

Low 
	1

Low 


For each inner cell the risk is calculated as product of the respective negative impacts and components;

The risks are classified as High, Moderate and Low.
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	.....................................................................................................................................................

/name of the organization/

	Directorate ”.......................................................” 
	/audited period/ from ...............to .................

	Audited process/activity

	Check is made by:

date: .........................                                                   /name, position/

	Approved by:

date: .........................                                     / name, position /


CONTROL SHEET №

For check of the................................................................ process at ......................................

            /audited process/

   

/audited entity/

for the period from .......................to..............................
/audited period/

Note: This control sheet is applicable............................................................................

Purpose of the check:

...........................................................................................................................................................................................................................................................................................................................................................................................................................................................................

Documents to be checked:

	Detailed procedure
	Yes
	No
	Note
	Reference

	1
	2
	3
	4
	5

	І. Take the above documents from .................. Directorate/ Division at .................. and check: 
	
	
	
	

	1. ...............................................................?
	
	
	
	

	2. .............................................................. ?
	
	
	
	

	3. ...............................................................?
	
	
	
	


Conclusion:

...........................................................................................................................................................

...........................................................................................................................................................

...........................................................................................................................................................

Recommendations:

...........................................................................................................................................................

...........................................................................................................................................................

...........................................................................................................................................................
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WORKING PROGRAMME

On conducting an internal audit of .........................................

 at ................................................


І. Objective of the internal audit

To assess ....................................................... at ..................................... for the period from .................... to ...................... year.


ІІ. Examining the process of.................................................................

	Activity
	Performed by
	Document

	Getting familiar with the statutory acts – general and internal;


	
	

	Getting familiar with the key players in the process /for instance, responsible for the appointment of staff and the calculation of remunerations/;


	
	

	Reviewing a randomly selected number of files/documents – drawing up a memo. Defining model criteria.


	
	

	Conducting interviews with the key players – drawing up memos and minutes from discussions;


	
	

	Process description – description of the process steps /preparing a flowchart/


	
	

	Other
	
	

	Total business days:  ..................... days


ІІІ. Identification and assessment of the risks of the activity/process – .............. /auditor/ – .... days.

ІV. Identification of controls - .............. /auditor/ – .... days.

V. Drawing up control sheets for making the compliance tests and determining the volumes of checks – .............. /auditor/ – .... days.

VІ. Elaboration of an audit plan to be approved by the Head of internal audit – .............. /auditor/ – .... days.

VІІІ. Factual check and elaboration of result summary documents - .............. /auditor/ – .... days.

ІХ. Reporting – drawing up and delivering a preliminary audit report - .................... /auditor/ -............. days.

The audit will be conducted in the course of ................ business days.




Internal auditor/ Head of internal audit:
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A U D I T    P L A N

for conducting an internal audit of ………………………………………………………..

/specify the activity/process to be audited/

at .........................................................

/organization audited/

month, year

	
	CONTENTS
	page

	
	Section One

INTRODUCTION
	

	І.           Legal grounds for conducting the audit
	

	ІІ.         Understanding of the activity /pursuant to item 4.1. of the Manual of the Internal Audit/
	

	1.
	Understanding of the activities of the activity/process audited
	

	2.
	Legal framework regulating the activity of the organization audited
	

	2.1.
	Enactments /laws, CMD, ordinances, etc./
	

	2.2.
	Internal acts /internal rules, instructions, guidelines, procedures, etc./
	

	ІІІ.       Factors influencing the audit performance /this item shall be filled in where the audit team has identified factors that would have material impact during the audit performance. They shall be included at the auditor’s discretion/

	1.
	Factors influencing the auditee’s activity
	

	1.1.
	Internal factors
	

	1.2.
	External factors
	

	2.
	Factors influencing the activity of internal auditors
	

	
	Section Two

OBJECTIVES OF THE AUDIT
	

	Objective/s of the audit /specify the objective/result to be attained by the audit. If there are several objectives, they shall be specified separately as items 1, 2, 3 ../
	

	1.
	.......................................
	

	2.
	......................................
	

	
	Section Three

AUDIT SCOPE
	

	 І.   Audit scope /outline the specific activity/process and the respective units of the organisation’s structure as well as the key persons whose activity will be the subject of the audit. Any relevant constraints shall be described as well/ The audit scope is an entirety of the objectives of the specific audit assignment and the audit procedures, through which the objectives are to be achieved.
	


	ІІ.        Risk assessment
	

	1.
	
	


	2.
	
	

	ІІІ.         Audit approach
	

	1.
	Audit techniques
	

	2.
	Audit evidence
	

	
	Section Four

TYPE AND VOLUME OF CHECKS
 /Describe in detail the documents/data to be checked, the goal to be attained by these checks, the manner of documenting these checks, the criteria providing the basis for the model, given all relevant data is checked, etc./
	

	1.
	
	

	2.
	
	

	
	
	

	
	Section Five

RESOURCING
	

	1. Internal auditors: 
	

	2. Legislative sources /where needed/:
	

	3. Quality control:
	

	4. External experts /where foreseen/:
	

	
	Section Six

SCHEDULE FOR CONDUCTING THE AUDIT
	

	1.         Preliminary schedule for performing the activity.
	

	2.         Activity reporting schedule.
	

	Section Seven

COMMUNICATIONS
	

	1.
	Key contact persons
	

	2.
	Planned communications
	

	3.          Place/s of conducting the audit
	


Date................




Drawn up by:

Town/city....................








/................/ 




Head of internal audit:











/................/
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Audit techniques when doing factual checks

Physical study

Includes elements such as: determining the issue to be examined; its quantitative measuring in certain cases; assessment of its quality; comparison of the evidence obtained with the accounting entries. The evidence obtained through a physical study serves most straightforwardly the objective of establishing the availability of assets with the auditee.

Re-performance of accounting operations

Provides evidence that contributes to confirmation of the availability and entirety of assets and liabilities and the entirety of revenues and expenditures as well as the existence and correct functioning of internal controls.

Monitoring

Review of actions and procedures taken and carried out by other persons in order to determine the manner of their implementation. It can be used for testing controls that do not leave an audit trail.

Inquiry and confirmation

It is usually an official or unofficial, written or verbal inquiry to the staff and management who are responsible for controls, as well as to well-informed persons outside the auditee, in order to provide the auditor with relevant and prudent evidence. Through the inquiry the auditor can determine whether the internal control policies and procedures have been implemented effectively. Confirmation is a reply to the inquiry. It may encompass procedures from simulation to repetition of controls so as to ensure that they have functioned properly.

Indication

Confirmation of a given statement through examination of supporting evidence.

Comprehensive research

Research of information in order to establish significant and unusual items that require further study.

Analytical review

The main audit technique used by the auditor to determine the consistency and the links between the elements of financial information, as well as the links between financial and non-financial information, in order to make conclusions for the possibility for incorrect statements of the auditee. It is a systematic analysis and comparison of related figures, trends and correlations in order to determine their mutual consistency or inconsistency.

Reference

During the internal audit the audit team leader requires the manager of the auditee to provide reference about the responsible officials as well as reference templates for collecting information related to audit activities. The reference contents are determined by the internal auditor that does the check and is approved by the audit team leader.

Written statements of ascertainment
Where ascertaining certain facts related to the activity of the auditee is required for the purposes of the audit, a written statement of ascertainment shall be drawn up.

The written statement of ascertainment shall be drawn up by the internal auditor who conducts the check in the presence of the responsible official whose activity is checked and another official of the auditee attending the check. It shall be signed by the auditor, the responsible official and the attending official.

Tables

Where comparison, summary, calculations and another type of processing of data and information in relation to the audit are required, it is the internal auditor who shall draw up a table. It shall be drawn up in a form and contents devised by him in accordance with the timetable from the audit plan. The table shall be signed by its author, i.e. an internal auditor.

Checks of individuals and structures outside the organization

Where a check of organizations and individuals outside the organization where auditors perform their activities is required in order to clarify facts and circumstances of material importance to the audit, the head of internal audit shall draft a report to the manager of the organization.

Interview with former employees of the auditee

Where information in relation to the audit is required or there are breaches committed by officials who have left the auditee, a letter of invitation shall be sent to them.

The letter of invitation shall be prepared by the audit team leader in 4 copies: one for the invited person, one for the agency’s records department, one for the division’s archive and one for the audit correspondence. The copy for the archive of the records department shall be initialed by the head of the respective division within the directorate.

The person invited may provide a written stand concerning the auditors’ questions within a period specified by the audit team leader.

Evidence demand letter

Any references, information, documents and other evidence shall be demanded from the manager of the auditee by a template letter drafted by the internal auditor who conducts the check, signed by the head of internal audit and filed at the organisation’s records department.
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	.....................................................................................................................................................

/name of the organisation/

	....................................................... Directorate
	/period audited/ from ...............to ................

	Process/activity audited

	Check conducted by:

date: ........................                                                   /name, position/

	Approved by:

date: ........................                                     /name, position/


RECAPITULATION

Of the results from the check conducted by CONTROL LIST No of 

......................................................................................................................................................................................................................................................................................................................

Objective:

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................

Documents to be checked:

Number of documents/trails checked .............

	Type of procedure
	Yes
	No
	Note
	Reference

	1
	2
	3
	4
	5

	1. ...............................................................?
	
	
	
	

	2. .............................................................. ?
	
	
	
	

	3. ...............................................................?
	
	
	
	


Conclusion:

.........................................................................................................................................................

.........................................................................................................................................................

Recommendations:

.........................................................................................................................................................

.........................................................................................................................................................

.........................................................................................................................................................
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	.....................................................................................................................................................

/ name of the organisation/

	....................................................... Directorate
	/period audited/ from ...............to ................

	Process/activity audited

	Check conducted by:

date: ........................                                                   /name, position/

	Approved by:

date: ........................                                     /name, position/


Table containing written statements of ascertainment, conclusions and recommendations

	No
	Written statements of ascertainment
	Conclusions
	Recommendations

	1
	2
	3
	4

	1. 
	
	
	

	2.
	
	
	

	3.
	
	
	

	4.
	
	
	

	5.
	
	
	

	6.
	
	
	

	7.
	
	
	

	8. 
	
	
	

	9.
	
	
	

	10.
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	.....................................................................................................................................................

/ name of the organisation/

	....................................................... Directorate
	/period audited/ from ...............to ................

	Process/activity audited

	Check conducted by:

date: ........................                                                   /name, position/

	Approved by:

date: ........................                                     /name, position/


PROBLEM FINDING AND ANALYSIS DOCUMENT

No......... as of ..........................200..

PROBLEM: 

...............................................................................................................................................

FINDING:

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

CAUSES:

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

EFFECT/ RISK:

...............................................................................................................................................

RECOMMENDATIONS:

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

...............................................................................................................................................

Drafted by:





    Checked by:


                   / ................./
/........................ /
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PRELIMINARY REPORT/

FINAL REPORT

A U D I T   R E P O R T

on conducting an internal audit of .......................................................

/specify the activity or process audited/
at .............................................

/organization audited/
month, year


page






preliminary/final report


C O N T E N T S

	   SUMMARY..............................................…................................................

І. INTRODUCTION............................…..........................................................

GENERAL INFORMATION………….……………….................................

AUDIT OBJECTIVES................………..………...........................................

AUDIT SCOPE ………………..………………………...……….

IІ. FINDINGS ...............................................................................

III. CONCLUSIONS .............................................................................................

ІV. RECOMMENDATIONS.............................................................................


	


page






preliminary/final report 

SUMMARY

This report results from the audit conducted for the purpose of:....................., which encompasses the following activities/processes at .......... /organization audited/.

The audit has been conducted pursuant to the Public Sector Internal Audit Act, the Code of Ethics of Internal Auditors and internal audit standards.

As a result of the checks conducted by the auditor/the audit team, it has been ascertained that:

......................................................................................................................................................................................................................................................................................

/specify the basic findings related to any violations, errors or shortcomings at the activity/process audited/

described in detail in .......... /specify the respective points of the audit report that lay down the findings/
The weaknesses, errors and irregularities have been assessed depending on the risk they carry for attaining the objectives of the activity/process audited and as a result the following conclusions can be made:

......................................................................................................................................................................................................................................................................................

/provide a summary of the conclusions of the auditor/the audit team that are related to any violations, errors and shortcomings ascertained, as well as the reasons and prerequisites for making them/


In view of undertaking measures by the management to eliminate the errors and shortcomings ascertained, the internal auditor/audit team make the following recommendations:

......................................................................................................................................................................................................................................................................................

/provide a summary of the recommendations on the problematic areas/

Recommendations, errors and shortcomings are to be implemented and eliminated within a short period of time, with an action plan drafted and approved to this end.

Head of internal audit:








/name and signature/
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preliminary/final report


I. INTRODUCTION

1. GENERAL INFORMATION

On the basis of and in line with the approved annual plan of the audit assignments of the internal audit unit/internal audit directorate, an internal auditor/audit team has conducted an internal audit at.............................................

                 /organization audited/

The audit covers the period ………… - ………… 

The audit started on ........ and by ............... the internal auditor/audit team accomplished the factual checks. 
This audit is conducted by ................./ a panel of internal auditors:

.........……................... – head /if any/
/name, family name and position/ 

....................................

 /name, family name and position/
The following officials rendered methodical support, control and legislative tools to the audit team during this audit: /if any/

.....................................

/name, family name and position/ 

.................................... 

/name, family name and position/

2. AUDIT OBJECTIVES

/Internal auditors aimed at establishing whether a given process or procedure within the auditee correspond to the requirements of present legislation and whether there are enough control measures ensuring legitimacy of the various parts of the process /processes/.

Objectives relating to effectiveness, efficiency and economy of a certain process or procedure.

Others …

3. AUDIT SCOPE

/Provide a schematic and succinct description of the audit scope, the activities/processes audited and the audit procedures applied./

page






preliminary/final report


IІ. FINDINGS

Findings should present the facts established and the gaps/shortcomings, etc. found in the systems in a concise and precise manner rather than being a detailed narrative of well-known circumstances. 

III. CONCLUSIONS

Conclusions are drawn after each finding.

Conclusions contain the risk defined by auditors /if any/ and are put forward as a result from the evidence collected and enclosed.

IV. RECOMMENDATIONS

Recommendations should be specific and should follow the findings while being related to minimisation of on-going risks and improvement of FMIS.

When assessing the risk of the failure of the management of....................………….................... 









./organisation/activity or process audited/
to undertake measures regarding the violations and gaps established, 

the following scale is used:

High – when failing to undertake measures, the gap will have a considerable impact upon the auditee’s functioning.

Medium – when failing to undertake measures, the gap will have a medium impact upon the auditee’s functioning.

Low – when failing to undertake measures, the gap will not have a considerable impact upon the auditee’s functioning.

Annex: Table of recommendations for improving the activity or process audited.

Head of internal audit:








/name and signature/


TABLE OF RECOMMENDATIONS FOR IMPROVING THE ACTIVITY OR PROCESS AUDITED

/The table is an Annex to the audit report/

	No
	Violation, shortcoming or weakness
	Risk level
	Recommendation
	Comments of the management
	Conclusion

	1
	2
	3
	4
	5
	6

	1.
	
	High/medium/

low/
	
	Recommendation is /not/ accepted.
	The implementation of the recommendation will be traced in an ensuing audit.

	2.
	
	High/medium/

low/
	
	Recommendation is /not/ accepted.
	The implementation of the recommendation will be traced in an ensuing audit.

	3.
	.......
	........
	...........
	.................
	......................

	..
	.......
	........
	...........
	.................
	......................


      Note: Columns 5 and 6 are filled out in the final audit report.

Head of internal audit:








/name and signature/
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PRELIMINARY REPORT DELIVERY PROTOCOL
Today,.…...../......... at the town/city of..................... Mr./Mrs.................................., at the position of

/name, family name,/ 

.......................... was delivered a preliminary audit report on an internal audit conducted at

/manager of the activity/process audited/

......................................... on ..................................................................... 

/activity/process audited


/specify the activity or process audited/
Mr./Mrs...................................................... may deliver a written opinion on 
/name, family name,/ 

the findings, conclusions and recommendations from the report by ....... at the following address:.................
With the expiry of the deadline specified a final audit report will be drafted.

This protocol was done in two identical copies, one for each of the parties herein.

Head of


  



Manager of the

internal audit

: ............................


activity/process

/name, signature/ 



audited: ...................









/name, signature/
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Action plan

For the implementation of the recommendations from Audit report Ref. No ............./ ............. /date/

	No
	Recommendations
	Counteractions
	Timetable
	Responsible person

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Date: ........................... 


Manager of activity/process audited:




Annex No 21

T A B L E

summarizing the recommendations made during the internal audits conducted

at...........................................in ................... 

/organization audited/

	No of final audit report
	Process/activity audited
	Weaknesses found
	Recommendations made
	Period of implementation
	Implementation checks planned

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Date ........................                             Head of 

internal audit:
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T A B L E

tracing the recommendations made during the internal audits conducted

at ...........................................in ...................







/organization audited/

	No of final audit report
	Process/activity audited
	Weaknesses found
	Recommendations made
	Risk assessment
	Expected implementation
	Period of implementation
	Actions of the management

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Conclusion: ...............................................................................................

Date:.....................................                                                            Head of internal audit: ........................
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METHODS OF COLLECTING INFORMATION

Document Analysis Method

This method allows the auditor to get familiar with written sources of information, to analyze and find links between facts and circumstances.

Interview Method

This method consists of talks with the management of the auditee, with senior management and other employees of the auditee. It is used mainly for further clarification of the information collected by document analysis or by other methods used by the auditor.

Interviews are recommended to be held in the presence of a second auditor. Questions and answers may be recorded in questionnaires previously elaborated for this purpose or in memos of free wording.

Questionnaire Method

The internal auditor draws up and fills in questionnaires referring to:

a) the social and economic field – tasks and structure of the auditee;

· place of the organization within a larger structure;

· external factors influencing the body’s activity;

· legal framework.

b) internal organization:

· general organisation;

· organizational structure;

· accounting system;

· computer system.

c) functioning of the auditee:

· organization of financial management and control systems;

· past and/or current difficulties;

· on-going and planned reforms.

Questionnaires should be well-structured so as to serve for an easy analysis of the information collected by them and as a supplement to other sources of information. At the internal auditor’s discretion and depending on the target set by using this method, questionnaires may be filled in by the responsible officials on their own.

Control system self-assessment questionnaire

This is another audit instrument. It is not filled in during an interview but is delivered to the responsible officials taking part in the self-assessment to fill it in.

Organigram Method

Functional organigram – displays the way of functional organization of the auditee and the manner of division of tasks among the separate functional units and employees within the organization.

Hierarchical organigram – it is a scheme of the managerial and organizational structure of the auditee and displays the levels of reporting within the organization.

Procedural Fiche Method

Procedural fiches are written documents taking account of the overall chain of performing a given function /a given process in the auditee by also taking account of the internal controls set.

Document Flowchart Method

Document flowcharts represent the flow of documents within various processes in the auditee.
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METHODS OF DOCUMENTING THE UNDERSTANDING OF THE ACTIVITY/PROCESS
Using Descriptive notes is a relatively easy and convenient way for describing the audited activity /process. The auditor writes the description of the activity/process based on the information from previous audit reports, the introductory meetings and talks with the management and other employees of the audited structure.

The organizational structure (organigram) is a convenient way of describing the links between the employees within an organization and their hierarchical subordination. However, it does not specify the obligations of these officials but only the formal interrelations among them.

The flowchart is a schematic method of understanding and analyzing the processes within an organization and is prepared by hand or by using specialized software (for instance the Diagram Studio software). The flowcharts provide for an easy description of the complicated subordinations within the systems for they transform textual descriptions into graphic images thus visualising processes and procedures in the succession of their appearance.

The system’s graphic description made with the help of flowcharts may be used successfully to introduce newly appointed employees into the specifics of the work; into defining the areas of responsibility; into identifying the key controls as well as into assessing the effectiveness of control procedures.

The flowchart consists of standard symbols linked by arrows and each figure illustrates a certain stage of the process while arrows serve to help with the order of events. The flowchart is used to visualize the manner in which a given process goes.

The auditor’s main goal of using the flowchart is to get an understanding of the system in order to identify the key controls established within the organization with a view to attain its objectives. It is used at the stage of preliminary studies, i.e. in the course of understanding the activity and the control environment.
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STANDARD SYMBOLS USED IN AUDIT FLOWCHARTS
	

	DOCUMENT 

Paper document of any type, for instance an invoice, a list. It is used to show the usage of a given type of document during the process. The document’s name may be displayed on the symbol itself.

For example: invoice, payment order, etc.

	

	This symbol shows the inclusion (processing) of a larger number of documents in the process.

	

	PROCESS (automated)

A symbol for an automated procedure which is to be described in the graphics and related to a certain type of operation. It shows each function in the process, or operation causing a change in the volume, format or location of information.

For example, an officer preparing the issue of an invoice.

	

	PROCESS (by hand)

This is a symbol for a hand-made procedure which is to be described in the graphics and related to a certain type of operation.

For instance, collecting questionnaires by the employees in order to be processed.

	

	SYSTEM ENTRY/EXIT

This symbol shows information/document which enters or exits the system. It is used to classify information as incoming or outgoing.

For example: receiving/sending incoming/outgoing correspondence.



	

	AUTOMATED ACTIVITY

Related to registering and checking the information received.

For instance registering and checking incoming information and saving it on a magnetic bearer.



	

	DECISION

It is used to define the taking of a decision for a certain action – YES or NO.

For example: payment claim is approved/not approved. Will payment be effected or the claim will be returned to the PHARE IA.
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	ENTRY BY HAND

This symbol shows the by-hand entering of data into the system which is audited.

For example updating a table (data base) with further information.
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	EVENT

This symbol shows the occurrence of a given event that requires undertaking ensuing actions.

For instance shortage of stationery in the storehouse.
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	STORING INFORMATION

A symbol for a permanent file

For example an archive organized by date, reference number, name, etc.
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	STORING INFORMATION

A symbol for a magnetic tape. Allows to enter and use data stored, and save information.
For instance: Zip device.

STORING INFORMATION

Storing files on a magnetic bearer for on-line access.
For example: file server (the MIS system under ISPA).
DISPLAY

A monitor allowing the entry, use of information or an inquiry

For instance: a touch-sensitive monitor
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	CONNECTING SYMBOL

It is used to signify an exit to or an entry in another part of the flowchart. It is entered by numbers.

For example: delivering a document from one division to another
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	BEGINNING/END

The symbol is used to show a beginning or an end in the flowchart or as an interruption.
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	CHANGE IN PROGRAMME

It is used in IT to signal that a change in the programme has occurred.

For example warning against a computer virus that has caused the loss of data, etc. 
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	ARROW

A symbol showing the direction of document flow.
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INSTRUCTIONS FOR COMPILING FLOWCHARTS
 
When compiling flowcharts remember that:
 

a. Flowcharts are initially devised to show document circulation rather than any operation, although other operations may be explained by descriptive notes, if needed;

b. Try to avoid mixing up the “regular” process and the “exception” processes (two or three transactions in the period) of one and the same scheme. Prepare separate flowcharts for the “regular” process and the “exception” processes;

c. Judge whether it is better to keep the system by compiling one or more basic flowcharts displaying the major flows in the system/systems and supplemented by descriptive notes where needed;

d. Schematize the “official/set” system, not the current system. In some cases, when there is experience regarding the problems related to implementing the current system, it may be necessary to preserve the current system. It is up to the auditor to decide which is the most appropriate, however flowcharts should be clearly outlined so as to make it obvious whether the official or current system is implied;

e. Use pencil. This will save time for correcting the flowchart if making errors. Also remember that it is not necessary for the final product to be a masterpiece;

f. Each flowchart should have a title, date of compiling and a date of the changes thereto as well as the name of the person who compiled it;

g. Ensure that all documents in the flowchart are available;

Think carefully when compiling the flowchart. Ask yourself whether it is really necessary or whether the description made will be that effective and less time-consuming;

 

Flowcharting can be a very effective way of registering the document circulation in the system. Its advantages are: 

· Information is easily delivered and assimilated;

· Flowcharts underline that the various parts of the system are interrelated;

· The auditor can see the overall flow of documents: the potential problem areas can be easily identified;

· Flowcharts provide a consistent method of registration;

· The auditor must get a clear understanding of the information flow in order to compile a flowchart of the complicated system;

· System references are facilitated.

  

There are a number of inconveniences when using flowcharts. The most important one is the time needed to compile them. It is easy auditors to spend long time preparing flowcharts, while it is more efficient and useful to make a narrative description. The other disadvantages are as follows:

· Their scope is limited and they may not be able to identify the managerial and organizational controls; 

· Both technique and practice established should be studied and applied in practice; 

· Their compilation may take more time than narrative descriptions; 

· They may soon become out-of date; 

· Complicated flowcharts may cause confusion rather than provide clarification; 

· Auditors usually need training and experience in order to compile them easily. 
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AUDIT TRAILS
1. PERMANENT TRAIL
The permanent trail contains general information. It is related to the objectives and tasks of the organization audited, the organizational structure established and the financial management and control systems introduced. It is of material importance when forming the initial understanding of the organization audited, contributes to defining the scope and the objectives of the audit and in defining and ex-post assessing of the risks. The permanent audit trail has the following structure and contents:

Structure and contents of the permanent trail
 1000 Trail thoroughness control sheet
 2000 Section Enactments regulating the activity and the auditee

 3000 Section Internal regulations – written rules, procedures, policies, orders, instructions, document circulation plan, etc
 4000 Section Organigram, if any, developed by the auditee

 5000 Section Contractual relations

 6000 Section Internal phonebook
 7000 Section Officials’ work plans, job descriptions of the key players in processes/activities of material importance to the auditee and other relevant documents

 8000 Section Descriptive documents for the more important processes/activities within the organization audited, where appropriate
 9000 Section Strategic audit plan with appendices
10000 Section Annual audit plan with appendices
11000 Section Previous audit reports
12000 Section Organigrams of the structure of the organization audited

13000 Section Other relevant documents
14000 Section Audit trail archive and use

14100 Trail development documents

14101 Trail development control sheet
14200 Documents related to trail usage by members of the audit team

14201 Control sheet for trail usage by the members of the audit team
14300 Documents related to trail usage by third persons

14301 Control sheet for trail usage by third persons

2. CURRENT TRAIL
The current trail contains information of importance to the specific audit assignment. It keeps the evidence collected during the audit. The trail is filled in at each stage of the audit process. The trail may provide information about the type and volume of audit work performed for each stage of the audit process.
Structure and contents of the current trail
0001 Trail thoroughness control sheet

1000 Section Audit planning and preparation

1100 Documents related to audit opening
1102 Audit opening letter of notification /if any/

1200 Working documents for understanding the activity/process audited
1210 Descriptive documents for the separate processes/systems/activities, where appropriate to use them
1220 Contracts and agreements which the organization has concluded with third persons, government institutions, banks and credit institutions, agreements and memoranda with the EU and other international financial institutions relating to the organisation’s activity and the specific audit assignment

1230 Plans and reports on the auditee’s activity

1240 Internal and external correspondence of the organization
1250 Internal and external audit correspondence

1260 Notes from interviews held

1270 Questionnaires on understanding the activity of the organization audited, verification of financial management and control systems, self-assessment of the control system, etc

1280 Organigrams, procedural fiches, flowcharts of document flows and other documents related to understanding the activity of the organization audited

1290 Minutes from the introductory meeting with the management

1300 Working documents for documenting the understanding

1400 Working documents for audit scope formulation
1400 Working documents for risk identification and assessment
1500 Working documents for identification of controls in the activity/process audited

1600 Working documents for definition of the type and volume of checks

1601 Check planning document

1700 Audit plan with appendices

2000 Audits Section

2100 Working documents for interim checks conducted
2200 Working documents for final checks conducted
2300 Working documents for check analysis

2400 Working documents for residual risk assessment

2500 Further evidence collected during the audit process – opinions, references, tables, written statements of ascertainment, check reports, etc

2600 Table containing written statements of ascertainment, conclusions and recommendations
3000 Section Reporting

3001 Summary of written statements of ascertainment and errors and irregularities found

3002 Preliminary audit report

3003 Minutes from the closing meeting held with the management
3004 Preliminary report delivery protocol

3010 Opinions and evidence presented on the preliminary audit report

3020 Final audit report with appendices

3040 Action plan
3050 Certificate – for those programmes that need certification

3060 Timing reports on audit conduct

4000 Section Tracing the implementation of recommendations and measures set in the action plan

5000 Section Quality control

5100 Documents on the quality control checks conducted during the audit

5200 Documents on the quality control checks conducted after completing the audit

6000 Section Audit trail archive and use
6100 Trail development documents
6101 Trail development control sheet
6200 Documents related to trail usage by members of the audit team

6201 Control sheet for trail usage by the members of the audit team

6300 Documents related to trail usage by third persons

6301 Control sheet for trail usage by third persons
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A MODEL CONTROL SHEET

for controlling the quality of a specific audit assignment

No……/………

for conducting an internal audit at……..……………..

…………………………………………………………………………

by the following internal auditors: ……………………………………………

…………………………………………………………………………

	
No
	QUESTIONS ON THE PROCESS
	Yes
	No
	Note

	1.
	Does the assignment correspond to the annual plan?
	
	
	

	2.
	Has an assignment performance plan been elaborated?
	
	
	

	3.
	Has a working programme of the assignment been developed?
	
	
	

	4.
	Has the assignment been done in the time period foreseen?
	
	
	

	5.
	Have all checks and tests pursuant to the working programme been carried out?
	
	
	

	6.
	Does the preliminary report contain all the parts required?
	
	
	

	7.
	Has the preliminary report been delivered to the manager of the activity/process audited?
	
	
	

	8.
	Has an opinion been delivered in the deadlines specified?
	
	
	

	9.
	Does the final audit report contain all the requisites?
	
	
	

	10.
	Has the final audit report been delivered to the manager of the activity/process audited as well to the manager of the organization?
	
	
	

	11.
	Has the work on the assignment been done in line with the Public Sector Internal Audit Act, the Public Sector Internal Audit Standards, the Code of Ethics of Internal Auditors and the Manual of the Internal Audit?
	
	
	

	12.
	Other questions
	
	
	


Conclusions……………………………………………………………………...…………

…………………………………………………………………………………………

…………………………………………………………………………………………






Head of internal audit:………………………
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