
PEMPAL Treasury CoP video-conference on use of IT in Treasury operations ___________________________________________________

The Treasury CoP Action Plan for 2013-2014 provides a number of events dedicated to one of the three priority topics chosen by PEMPAL Treasury CoP, i.e. on use of IT in Treasury operations
. The first of the planned events was a video-conference held in October 2013 in two stages: on the 9th (for the Russian-speaking participants of TCoP)  and on the 23rd (for the English-speaking and Serbo-Croatian members of the TCoP). 

This Report is an account of both video-conferences, given the same program and common goals of these events. The video-conferences gathered representatives of 13 countries. The list of participants and the agenda are attached below:
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Opening the video-conference, TCoP Resource Team members noted the following main objectives of the meeting:

· To establish a PEMPAL TCoP Work Goup to discuss issues connected with use of IT in Treasury operations;

· To identify the interest of the member-countries present at the video-conference towards use of IT in Treasury operations ;

· To identify key questions of highest interest to be discussed by IT specialists from the Treasury CoP country-members;

· To understand the potential benefit of participation in the Work Group by using as a model the presentation prepared by a representative of the Public Treasury Agency of Azerbaijan on experience of this country in ensuring security of information systems.   

Mister Nazim Kasum-zade, Head of IT Department of the Public Treasury Agency of Azerbaijan, demonstrated a presentation to the video-conference participants on “Principles of internal and external control of IT systems in Treasury”. (See below):
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In his presentation, Nazim Kasum-zade provided details on the following main aspects of IT security:

i) Internal risks for the IT security;
ii) External risks for the IT security;
iii) Formal procedures and software solutions to control IT administrators 
The presenter gave details about risk categories connected with IT system security, which are to a large extent common for both information systems used in public sector and IT systems used in private sector. A few examples were provided describing specific cases of hacking or inappropriate use of information systems, which led to sizeable material or moral loss. 

The example of Azerbaijan was used to show the participants some specific solutions used to improve control of IT administrators’ activities, as well as to describe formal procedures used in this area. 
Among other conclusions of the presentation and proposals on how to improve security level of IT systems, Nazim Kasum-zade noted the following:
i) Regular audit of IT systems;
ii) Elaboration and application of careful criteria for selection of IT staff;
iii) Application of the respective internal rules of access by the IT.
After the presentation, the participants of the video-conference noted the relevance of presented information and asked questions to the presenter. Most questions were asked about the legal framework of Azerbaijan regulating IT security, approaches to elaboration of internal rules for internal and external security control, practices of participating countries in recruitment and performance evaluation of IT staff, as well as various related technical questions.  
Besides questions asked to the representative of Azerbaijan, the participants exchanged relevant questions and experiences of their countries. Particularly, representatives of Kazakhstan noted the experience of Uzbekistan MoF in IT development and their application in public finance management, as well as expressed interest towards learning from this experience. Representatives of Uzbekistan told the participants about the approaches to IT security in their country and expressed their readiness to share this experience. 
After the Q & A session, all participant countries confirmed their interest to participate in the activities of the future TCoP Work Group on use of IT in Treasury operations. It was proposed that each country delegated two permanent members to work in this group. The list of participants is below
:
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The participants noted Nazim Kasum-zade’s high professionalism and experience in IT and public finance management and offered him to lead the Work Group. Nazim Kasum-zade thanked his colleagues for their trust and kindly accepted this offer. 
During video-conferences, the participants noted priority questions that they wanted to discuss within the Work Group. Based on these proposals, the Work Group shall develop an Action Plan for 2014. The list of suggested questions is below: 
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On basis of the proposals submitted by the participants of video-conferences regarding the issues to be discussed by the Work Group on use of IT in Treasury operations, the resource team will develop a preliminary framework for 2014 Action Plan and offer it to the Work Group members for further development.

Main Findings of the Video-Conferences:
1. The issue of IT use in Treasury operations is of top interest to PEMPAL Treasury CoP;
2. For more detailed discussion of these issues, thirteen member-countries of the Treasury CoP expressed their desire to join in a special working group to deal with this topic; 

3. Two permanent members from each country shall participate in this Work Group, but depending on the format of these events (video-conferences, webinars, etc.), they can also gather a bigger number of participants;
4. Collected proposals regarding issues to be discussed by the Work Group until the end of 2014 shall lay the basis for making and approval of 2014 Action Plan;
5. Participants of video-conferences offered Nazim Kasum-zade to lead this Work Group;
6. Presentation made by Nazim Kasum-zade enjoyed a great interest of his colleagues and is an example of the benefit, which the participation in the Work Group can give to its members.  
� Accounting in public sector and Financial management and control are two other priorities of PEMPAL Treasury CoP 


� While this Report was drafted, not all member countries nominated their representatives to the Work Group 


� During the forthcoming session of the Work Group in Ankara in November, the participants will elaborate a Plan which will be further developed and coordinated with all group members by late 2013. 
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PEMPAL TCOP Thematic videoconference 


оn the Use of Information Technologies in treasury operations 

Wednesday, October 23d, 2013 15.00 – 18.00 CET 

1. 15:00 – 15:30      Introduction, welcome, etc.  

2. 15:30 – 16:00      Presentation “”Internal and external control of information systems 

                            used  in the treasury” 

· Mr. Nazim Gazimzade, Head of the IT Department, State Treasury Agency Ministry of Finance of Azerbaijan 

3. 16:00 – 16:30        Questions and answers 

4. 16:30 – 18:00        Organizational issues related to the launching within TCOP of the 


                               thematic group on “Use of Information Technologies in treasury


                               operations”. Identifying the working scope of the group 

1
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Nazim Kasumzade

Javna trezorska agencija 

Baku, Azerbejdžan

2. oktobar 2013. 







Sadržaj:

		Unutrašnji rizici

		Spoljašnji rizici

		Formalne procedure i softverska rešenja za kontrolu IT administratora

		Nalazi, zaključci i predložena rešenja









Generalno, principi skladištenja i pristupa poverljivim informacijama, principi izgradnje IT sistema su slični u privatnom i javnom sektoru.

Rašireno je verovanje da velike privatne kompanije troše više te prema tome imaju sisteme koji su mnogo bolje zaštićeni. 

Ova prezentacija predstavlja neke opšte pristupe koji se primenjuju u trezorskom poslovanju i privatnom sektoru. 







		Najverovatniji rizici povezaani sa dnevnim poslovima u trezoru obuhvataju:

		Pristup poverljivim informacijama bez potrebnog ovlašćenja, naročito od strane IT stručnjaka i IT administratora 

		Mogućnost namernih oštećenja koja su uzrokovali IT administratori

		Nemarnost administratora sistema



Generalno, možemo uočiti sledeće kategorije:

		Korisnici

		Preduzetnici

		Privatni detektivi 

		Špijuni

		Osvetnici









Pristup poverljivim informacijama

		U odsustvu formalnih procedura i regulative o pristupu poverljivim informacijama, administratori sistema dobijaju direktan i neograničen pristup ili mogu da ga dobiju uz minimalan trud. 



Treba razumeti da administratorima sistema nije moguće zabraniti pristup poverljvim informacijama, ali, ukoliko se primenjuje ispravan pristup, moguće je regulisati i kontrolisati njihov pristup tavkim informacijama. Administratori sistema mogu to da rade iz „čiste zabave“ (problem u ponašanju), ali to takođe može biti i smišljena aktivnost, koja može proizvesti ozbiljne posledice.







“Ozlojeđeni” administratori sistema 

		Službenici drugih jedinica u organizaciji imaju prilično maglovitu predstavu o načinima i mogućnostima u smislu pristupa informacijama i sistemu koji imaju ljudi u IT sektoru. U stvarnosti, administratori sistema imaju sve lozinke za pristup  osnovnim dokumentima sistema na serverima, lozinke za baze podataka, mrežne lozinke i uživaju neograničene moći da pokrenu bilo koju komandu. Šta ako je neki od tih službenika ozlojeđen rukovodstvom kompanije?









Nemarnost administratora sistema

		IT rizici takođe podrazumevaju nemarnost administratora sistema, koja može da dovede do neželjenih posledica. Čak iako je u pitanju nenameran rizik, on takođe može dovesti do prilično žalosnih rezultata. Šta ako administrator sistema pristupi serveru kao superkorisnik i zaboravi da se odjavi pri izlasku? 









Primeri:

		Edward Snowden – IT stručnjak

		Terry Childs – adminsitrator mreže iz San Franciska

		Jason Cornish – IT stručnjak

		Sergei Aleinikov – IT stručnjak

		Roger Duronio – administrator sistema









Spoljni rizici

		Različiti oblici napada koriste se kako bi se dobio pristup poverljivim informacijama ili prouzrokovala šteta: 



	Napadi mogu da budu različiti:

		Spoljno hakovanje mreže

		Uvođenje trojan programa

		Blokiranje servera sa spoljne pristupne tačke

		Promena unutrašnje šifre za korišćeni softver









Formalne procedure i softverska rešenja za kontrolisanje IT administratora u Trezoru Azerbejdžana

		Naš Trezor koristi princcip dvostruke kontrole („pravilo dva dugmeta“) za autorizaciju „osnovnog“ korisnika, što zahteva uvođenje lozinke od strane dvoje zaposlenih- Isti princip se primenjuje u slučaju potrebe da se vrše neke izmene u softveru – bilo koju takvu izmenu moraju da potvrde dva odgovorna lica. 

		Mi koristimo Spectorsoft rešenja za praćenje aktivnosti administratora i svih ostalih korisnika sistema. 

		Sobe sa serverima su opremljene kamerama i senzorima, koji aktiviraju alarm ukoliko neko uđe u sobu

		Ovlašćenja administratora sistema se dupliraju kroz spoljnu konsultantsku uslugu 

		Mrežom upravlja Ministarstvo, što isključuje svaku verovatnoću da administratori sistema prave bio kakve izmene









Nalazi, zaključci i predložena rešenja

		Redovna revizija IT sistema 

		Strogi kriterijumi za odabir IT osoblja

		Unutrašnja pravila regulisanja IT pristupa
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Principi unutrasnje i spoljasnje
kontrole IT sistema i njihovo
koriSéenje u trezorskom poslovanju
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		Country

		Questions



		Belarus

		1.      IT project management (methodology, implementation stages, resources, plans, control, performance evaluation)


 2.      IT development strategy and elaboration of action plans, planning technological development, ensuring close interaction and coordination of development in financial system and IT

 3.      Application of international and national standards to development and implementation of automated systems, maintenance and exploitation 

 4.      Planning quality management system, review of projects under implementation and exploited systems in respect of how they can contribute to quality, use of shared instruments and management practices and IT quality assessment;


 5.      E-Governance building experience in different countries, including interaction between IT system of public organizations, or creating systems of interdepartmental interaction 

 6.      Advantages and disadvantages of IT systems with centralized data processing 



		Georgia

		Software development methodology to increase security of information systems 



		Kazakhstan

		1.
International experience in reducing the costs for holding IT infrastructure;


2.
Application of soft and hard resources and organizational measures to protect IT systems, including from leakage of information;


3.
Measures to ensure fault tolerance of IT systems.


4.
The role of treasury IT systems in e-governance;


5.
Standard model of organizational structure and functions implemented by IT Dept in Treasury;


6.
International experience in prevention of dependence from outsourcing company or its employees who ensure technical support to IT systems and equipment;


7.
Experience of server equipment use in PEMPAL Treasury CoP countries.



		Moldova

		1.       Preliminary required activities before the launch of a new IT system and required steps after the system has been set to function. In terms of the format, we suggest a thematic meeting of the whole community, during which the countries with sucessful story of a new IT system implementation could share their experience. 

2.       Ensuring integrity of historical data and enabling a quick access to them, both from inside and outside of the Treasury information system. 



		Russia

		1.Centralization of information resources at the national level 

2.Issues related to the role of the human factor in ensuring IT system security 





		Tadjikistan

		1.       Building an IT department structure, building a professional team;


2.       Implementing an online training system for IT specialists;


3.       Creating and using a certification center;


4.       Creating a security service;


5.       Building an IT audit system;


6.       Managing a soft developers’ team;


7.       Using open software;


8.       Information security and data protection. Digital signature;


9.       Application of new technologies (virtualization, cloud technologies, BigData 



		Montenegro

		Public procurement and control (use of IT)



		Ukraine

		1.Experience in distance maintenance (ready to share our experience)


2. Ensuring continuous function of IT systems 



		Uzbekistan

		1. Issues of information security

2. E-governance – interacting with other entities 

3. Human factor
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		No.		Name		Last name		Country		Role		Email

		1		Odeta		Kromici		Albania		Participant		okromici@minfin.gov.al

		2		Disara		Muca		Albania		Participant		dmuca@minfin.gov.al

		3		Mimoza		Pilkati		Albania		Participant		mpeco@minfin.gov.al

		4		Olta		Prifti		Albania		Participant		oprifti@minfin.gov.al

		5		Aurela		Velo		Albania		Participant		avelo@minfin.gov.al

		6		Ejona		Preçi		Albania		Participant		epreci@minfin.gov.al

		7		Smiljka		Kotlica		Montenegro		Participant		smiljka.kotlica@mif.gov.me

		8		Danijela		Kralj		Montenegro		Participant		danijela.kralj@mif.gov.me

		9		Kristina		Nikolić		Montenegro		Participant		kristina.nikolic@mif.gov.me

		10		Ljeposava		Pavlović		Montenegro		Participant		ljeposava.pavlovic@mif.gov.me

		11		Zoran		Šofranac		Montenegro		Participant		zoran.sofranac@mif.gov.me

		12		Marko		Jovanović		Serbia		Participant		marko.jovanovic@trezor.gov.rs

		13		Jelena		Stanojčić		Serbia		Participant		jelena.stanojcic@trezor.gov.rs

		14		Miroslav		Stefanović		Serbia		Participant		miroslav.stefanovic@trezor.gov.rs

		15		Dragica		Vićentijević		Serbia		Participant		dragica.vicentijevic@trezor.gov.rs

		16		Ediz		Giray		Turkey		Participant		ediz.giray@hazine.gov.tr

		17		Adem		Karabulut		Turkey		Participant		adem.karabulut@hazine.gov.tr

		18		Nurtas		Karbuz		Turkey		Participant		nurtas.karbuz@hazine.gov.tr

		19		Yusuf Bunyamin		Terzi		Turkey		Participant		yusuf.terzi@hazine.gov.tr

		20		Yener		Yilmaz		Turkey		Participant		yener.yilmaz@hazine.gov.tr

		21		Vyacheslav		Brazhko		Russia		rustreasury@gmail.com		Participant

		22		Anna		Katamadze		Russia		rustreasury@gmail.com		Participant

		23		Artem		Kristinin		Russia		rustreasury@gmail.com		Participant

		24		Vladimir		Matveenko		Russia		rustreasury@gmail.com		Participant

		25		Sergey		Pavlov		Russia		rustreasury@gmail.com		Participant

		26		Larisa		Antonova		Russia		lantonova@roskazna.ru		Participant

		27		Valery		Tkachenko		Russia		vtkachenko@roskazna.ru		Participant

		28		Rustam		Boboev		Tajikistan		r.babaev@pfmmp.tj		Participant

		29		Maksim		Li		Tajikistan		maxim.li@gmail.com		Participant

		30		Danila		Nikonov		Tajikistan		d.nikonov@pfmmp.tj		Participant

		31		Suhrob		Rustamov		Tajikistan		suhrob.rustamov@gmail.com		Participant

		32		Aleksandr		Grubiyan		Ukraine		i_grubiyan@treasury.gov.ua		Participant

		33		Yurii		Stekhun		Ukraine				Participant

		34		Mihail		Tikhanovskii		Ukraine				Participant

		35		Yulia		Tkachenko		Ukraine				Participant

		36		Nino		Tchelishvili		Georgia		n.tchelishvili@mof.ge		Participant

		37		Sophio		Nemsadze		Georgia		KChemia@mof.ge		Participant

		38		Levan		Todua		Georgia		KChemia@mof.ge		Participant

		39		Natia		Khorguashvili		Georgia		KChemia@mof.ge		Participant

		40		Zurab		Tolordava		Georgia		KChemia@mof.ge		Participant

		41		Giorgi		Gurashvili		Georgia		KChemia@mof.ge		Participant

		42		Guram		Shvangiradze		Georgia		KChemia@mof.ge		Participant

		43		Nino		Makatsaria		Georgia		KChemia@mof.ge		Participant

		44		Aiguli		Baigujina		Kazakhstan		baur_569@mail.ru		Participant

		45		Erlan		Shalginbayev		Kazakhstan		baur_569@mail.ru		Participant

		46		Renat		Berdykulov		Kazakhstan		baur_569@mail.ru		Participant

		47		Abzal		Aubakirov		Kazakhstan		baur_569@mail.ru		Participant

		48		Zaifun		Yernazarova		Kazakhstan		ecword@mail.ru		Participant

		49		Rahat		Tokbayev		Kazakhstan		baur_569@mail.ru		Participant

		50		Nadir		Zaitov		Uzbekistan		BSugirbaev@mf.uz		Participant

		51		Bahtbek		Sugirbayev		Uzbekistan		BSugirbaev@mf.uz		Participant

		52		Shirinbek		Safarov		Uzbekistan		BSugirbaev@mf.uz		Participant

		53		Ozod		Inoyatov		Uzbekistan		BSugirbaev@mf.uz		Participant

		54		Alia		Usmanova		Uzbekistan		BSugirbaev@mf.uz		Participant

		55		Angela		Voronin		Moldova		angela.voronin@mf.gov.md		Participant

		56		Maxim		Ciobanu		Moldova		maxim.ciobanu@mf.gov.md		Participant

		57		Denis		Bakeev		Moldova		denis.bacheev@fintehinform.md		Participant

		58		Ion		Anghel		Moldova		Ion.anghel@fintehinform.md		Participant

		59		Petru		Oprea		Moldova		petru_op@yahoo.com		Participant

		60		Andrei		Narchuk		Belarus		a.narchuk@minfin.gov.by		Participant

		61		Elena		Malysheva		Belarus				Participant

		62		Iury		Zdanevich		belarus		y.zdanevich@ivcmf.by		Participant

		63		Nazim		Gasimzade		Azerbaijan		nazimg@gmail.com		Speaker

		64		Elena		Nikulina		World Bank		enikulina@worldbank.org		PEMPAL TTL

		65		Ion		Chicu		World Bank		ionchicu1@gmail.com		Resource team member

		66		Bojana		Crnadak		Slovenia		bojana.crnadak@cef-see.org		PEMPAL Secretariat

						9го октября

						23го октября
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baur_569@mail.ru






Members of the PEMPAL TCOP

Information Technologies Thematic Group

		Country

		Name

		Title

		e-mail



		Albania

		Aurela VELO 





		Director of Treasury Administration System (ORACLE)

		avelo@minfin.gov.al



		

		Disara MUÇA 

 



		Head of Sector/Help Desk & Treasury System Support/ IT Department/ Ministry of Finance

		dmuca@minfin.gov.al



		Azerbaijan

		Nazim Gasimzade

		Head of IT Department, State Treasury Agency, MoF, Azerbaijan

		nazimg@gmail.com



		Belarus

		Andrei Narchuk

		Head of Department of perspective development, MoF, Belorussia

		a.narchuk@minfin.gov.by



		

		Elena Malysheva

		Deputy Head of Department of perspective development, MoF, Belorussia

		?



		Georgia

		Levan Todua 

 



		Head of State Loans and Deposit Operations Department, State Treasury, MoF, Georgia

		L.Todua@mof.ge



		

		Giorgi Gurashvili 

		Chief Analyst, Department of Research and System Analysis, Financial Analytical Service, MoF, Georgia

		ggurashvili@mof.ge



		Kazakhstan

		Erlan Shalgimbayev 



		Head of IT Department, State Treasury Committee, MoF, Kazakhstan

		baur_569@mail.ru



		

		Abzal Aubakirov 

		Main expert, IT Department, State Treasury Committee, MoF, Kazakhstan

		baur_569@mail.ru



		Moldova

		Maxim Ciobanu

		Head of Division State Treasury, Moldova

		maxim.ciobanu@mf.gov.md



		

		Ion Anghel

		IT Specialist  S.E.“Fintehinform”, MoF, Moldova

		Ion.anghel@fintehinform.md



		Montenegro

		Danijela Kralj

		?

		danijela.kralj@mif.gov.me



		

		Ljeposava Pavlovic

		?

		ljeposava.pavlovic@mif.gov.me



		Russian Federation

		Valerii Tkacenko 





		Head of Department of financial technologies, Federal Treasury, MoF, Russian Federation 





		vtkachenko@roskazna.ru



		

		Larisa Antonova 

		Deputy Head of Department of public finance integrated IT systems   

		lantonova@roskazna.ru



		Serbia

		?

		?

		?



		

		?

		?

		?



		Tajikistan

		Rustam Boboev

		Program Coordinator PFMMP, MoF, Tajikistan

		r.babaev@pfmmp.tj



		

		Danila Nikonov

		IT Specialist, PFMMP, MoF, Tajikistan

		d.nikonov@pfmmp.tj



		Turkey

		?

		?

		?



		

		?

		?

		?



		Ukraine

		Alexandr Grybiyan

		Deputy Director of IT Department, State Treasury, Ukraine

		i_grubiyan@treasury.gov.ua



		

		Mihail Tikhanovskii

		IT Specialist, State Treasury, Ukraine

		?



		Uzbekistan

		?

		?

		?



		

		?

		?

		?








